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EXECUTIVE SUMMARY

This report has been developed for the Joint Medical Information Systems Office / Military
Health Systems (JMISO/MHS) Designated Approving Authority (DAA) by the JMISO
Certification Team to document the level of risk to the currently accredited Defense
Occupational and Environmental Health Readiness System — Data Repository, Version 1.5.1
(DOEHRS-DR 1.5.1). An Approval to Operate (ATO) for a period of three years was granted to
DOEHRS-DR on 20 July 2001. On 16 June 2003, the Military Health System (MHS)
Information Assurance (IA) Program published the Periodic Review for DOEHRS-DR 1.5.1.
MHS IA confirmed that there had been no major changes in the system and that sufficient
security measures were in place to permit the DOEHRS-DR 1.5.1 ATO to remain in effect until
21 July 2004. Because of the recent migration of DOEHRS-DR 1.5.1 from the Clinical
Information Technology Program Office (CITPO) to the Resources Information Technology
Program Office (RITPO), the current ATO was extended to 15 September 2004 to permit
sufficient time for proper testing and mitigation of risks.

DOEHRS-DR 1.5.1 is corporate module of a multifaceted system known as DOEHRS. The
DOEHRS is an Automated Information System (AIS) designed to support the Occupational
Health (OH) program within the Military Health System (MHS). The Department of Defense
(DoD) OH program supports the prevention of illness and injury to DoD military members and
civilian employees from exposure to chemical, biological, or physical hazards. DOEHRS-DR
1.5.1 is used by DoD occupational and environmental health professionals distributed across
Army, Navy, Air Force, and National Guard facilities to query, analyze, abstract, and report
information about individual exposures to hazards in the workplace.

DOEHRS-DR 1.5.1 is managed by the Resource Information Technology Program Office
(RITPO), administered by the DOEHRS Program Management Office (PMO) and housed at the
U.S. Army Center for Health Promotion and Preventive Medicine (CHPPM) at the Aberdeen
Proving Ground (APG) in Maryland.

The DOEHRS-DR 1.5.1 functions as the long-term storage repository of corporate OH data and
is designed to serve the needs of the OH professional and command persornnel by providing
reporting and decision support services for immediate and future needs of the DoD, including:

Data Reporting, using generated reports for decision-making analysis
. Data analysis, using Commercial Off-the-Shelf (COTS) Web-enabled report
generation tools to provide a variety of reports

. Data manipulation, using various techniques for data aggregation, consolidation,
and presentation

DOEHRS-DR 1.5.1 is in Phase III of the System Life Cycle: Production and Deployment.
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DOEHRS-DR 1.5.1 has been designated as a Mission Assurance Category, Level Two (MAC II)
Sensitive system on 25 August 2003.

During the evaluation period the following security test and evaluation events occurred:

IA Controls Assessment for MAC II Sensitive System

DOEHRS-DR 1.5.1 is a MAC II Sensitive system, handling information that is important to the
support of deployed and contingency forces. Consequences of loss of integrity are unacceptable,
and the loss of availability can be tolerated only for a short period of time. Department of
Defense Instruction 8500.2, “Information Assurance (I4) Implementation”, (DoDI 8500.2),
requires compliance with threshold controls for systems, including DOEHRS-DR 1.5.1 as a
MAC II Sensitive system.

A DoDI 8500.2 assessment was conducted on 18 June 2004, and resulted in the identification of
six (6) DOEHRS-DR 1.5.1 vulnerabilities, each rated as Low risks. Following a review of
mitigation activities by the JMISO Certification and Accreditation Team on 24 August 2004, no
findings were closed, and the six vulnerabilities remain Low risks.

Certification Testing and Evaluation

On 29 June 2004, the JMISO Certification Team conducted Certification Testing and Evaluation
(CT&E) scans on the DOEHRS-DR 1.5.1 servers residing at the CHPPM in Maryland.

The initial CT&E of DOEHRS-DR 1.5.1 resulted in 73 findings by the JMISO Certification
Team. Thirteen (13) findings were deemed High risks, thirty-nine (39) findings were considered
Medium risks, and twenty-one (21) findings were designated as Low risks. After DOEHRS-DR
1.5.1 completed mitigation activities, the initial findings were re-evaluated by the JMISO
Certification Team and reduced to one (1) Medium risk and four (4) Low risks. These results are
reflected in the following tables, which distinguish vulnerabilities and risk ratings for:

¢ The IA Controls Assessment for MAC II Sensitive systems
e The DOEHRS-DR 1.5.1 servers at the CHPPM

Initial Findings

DOEHRS-DR 1.5.1 Servers
CHPPM, APG

IA Control Testing & 6 6
Assessment

Total 13 39 27 79
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After mitigation activities were completed, the initial findings were re-evaluated on 16 August
2004, and the JMISO Certification Team determined that the findings have been reduced to the
risks indicated in the table, below.

Post-Mitigation Findings

DOEHRS-DR 1.5.1 Servers | 1 . S
CHPPM, APG

IA Control Testing & 6 6
Assessment

Total 1 10 11

The results of all testing are included in the body of this report.

For the purposes of this Certification and Accreditation, remaining risks are classified either as
residual risks or short-term risks. These risks are identified and classified in the appropriate
sections of this report:

Residual Risks: The risks that remain in the operation of DOEHRS-DR 1.5.1 after all possible
cost-effective mitigations have been applied. These risks are acceptable to the DAA with the
understanding that DOEHRS-DR 1.5.1 will seek to further resolve these vulnerabilities
throughout the system life cycle and at the earliest possibility.

Short-Term Risks: Security deficiencies identified in DOEHRS-DR 1.5.1 that the DAA does
not intend to accept as permanent risks, but is willing to accept for a minimal period of time
because of the system’s mission criticality. These risks must be addressed and resolved
immediately, and the DAA will assign a completion date for each short-term risk based upon the
nature of the individual risk. A system’s failure to close a short-term risk may result in the
withdrawal or amendment of the DAA’s accreditation decision.

The Certification Team has determined that, with the closure of all short-term risks, DOEHRS-
DR 1.5.1, will have satisfied DoD and MHS baseline security requirements and should be
granted an Approval to Operate (ATO). Vulnerabilities have been mitigated by DOEHRS-DR
1.5.1 and the JMISO Certification Team validated mitigation results. There are eleven (11)
remaining vulnerabilities identified as residual or short-term risks; one (1) is a Medium risk and
ten (10) are Low risks. Of these remaining risks, four (4) are designated as short-term risks, and
the remainder are considered acceptable residual risks. The Certifying Authority (CA)
recommends to the Designated Approving Authority (DAA) that an ATO be granted under the
following terms and conditions:

General Conditions:

a. If the Resources Information Technology Program Office (RITPO), otherwise known as the
Program Office (PO), makes any changes to the configuration of DOEHRS-DR 1.5.1, the PO

15 September 2004 vii
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must assess and document the impact on the security policies and processes. This involves fully
understanding any changes that are made to the security policies and processes, documenting any
new vulnerability, conducting elimination or mitigation to reduce risk, and finally updating the
System Security Authorization Agreement (SSAA) and supporting documents. The JMISO
Certification Team must be notified, and provided a copy of the updated security documents.

b. The PO must use the following guidelines in determining the level of certification activities
required when changes are made to the configuration of DOEHRS-DR 1.5.1, baseline:

1) If the PO deems the changes to the configuration to be “minor”, the changes can be
documented using Release Notes that have a security section. An example of a “minor”
change would be the addition of functional changes that do not make any changes to the
security policies and procedures.

2) If the PO deems the changes to the configuration to be more than “minor” but still less
than a “major” change, a Risk Assessment must be coordinated with and validated by
the JMISO Certification Team. The results normally will be documented as an
addendum to the system accreditation report. ~An example of this type of change
would be the addition of a new Commercial-Off-The-Shelf (COTS) product to the
application or, adding one or more new interfaces to the system.

3) If the PO deems the changes to the configuration to be a “major” change, then a full
Certification and Accreditation effort that leads to a new Approval to Operate (ATO)
must be performed by the JIMISO Certification Team. Examples of “major” changes
include changing the operating system, or changing a major component, such as the
database used by the system.

c. Mitigation of the system’s technical risks, identified under “Specific Conditions” below, are
not to be delayed for the duration of the approved certification, but rather completed by the PO
as quickly as resources permit.

2. Specific Conditions:
The CA recommends that the PO complete the following mitigation activities to further reduce
the risk to the PO:

o Take all appropriate actions to close the Medium risk indicated in this report, or
reduce this risk to a Low rating and to the extent that it may be considered an
acceptable residual risk to the operation of DOEHRS-DR 1.5.1. The JMISO
Certification Team and DOEHRS-DR 1.5.1 will coordinate efforts, prior to 01
December 2004, to allow JMISO verification that this task is completed

e Establish and document a procedure to ensure that the DOEHRS-DR 1.5.1 System
Security Authorization Agreement (SSAA), including Appendices, is reviewed and
updated as necessary upon any significant change to the system security or
configuration and, at least, on an annual basis. DOEHRS-DR 1.5.1 will validate this
action to the JMISO Certification Team prior to 01 December 2004

15 September 2004 viii
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e Initiate efforts to establish an alternate site for DOEHRS-DR 1.5.1 at a location
physically separate from APG in Aberdeen, Maryland

3. Other:

Best practices and JMISO policy will require DOEHRS-DR 1.5.1 to resolve any relevant
issues relating to the upcoming discontinuation of Microsoft support of Windows NT. Although
not considered a risk for the purposes of this Certification and Accreditation, these circumstances
create a business risk because systems will be removed from Service networks if Windows NT is
running and unsupported.

It is recommended that the DAA require that all of the above conditions be satisfied as soon as
possible and no later than the next Annual Review for DOEHRS-DR 1.5.1.

15 September 2004 1X
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DISCLAIMER

The use of trade names and references to specific equipment in this document does not constitute
an official endorsement or approval of the use of such commercial hardware or software. The
report, in presenting the success or failure of one (or several) part number(s), model(s), under
specific environments and output requirements, does not imply that other products not herein
reported on are either inferior or superior. This document may not be cited for advertising
purposes.
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1 INTRODUCTION

This Accreditation Report informs Resources Information Technology Office (RITPO) as well as
the Designated Approving Authority (DAA) of the current state of the Defense Occupational and
Environmental Health Readiness System — Data Repository, Version 1.5.1 (DOEHRS-DR 1.5.1)
security posture.

RITPO develops, operates, and maintains automated information systems to support managing
the resources of the TRICARE Management Activity, TRICARE Regional Lead Agent offices,
and Service Surgeon General offices.

The focus of the Military Health System (MHS) is on the patient; however, to achieve excellence
across the enterprise, many necessary business processes must perform properly. The RITPO
plays a central role in providing many of the key capabilities that ensure the MHS runs smoothly.
RITPO delivers information technology systems that help military treatment facilities optimize
manpower and personnel, collect and track provider credential information; automate third party
payments for outpatient insurance billing; and determine the total cost of providing health care to
beneficiaries. RITPO provides information technology solutions for optimizing personnel and
financial resource management throughout the MHS. The collection of Occupational Health
(OH) data by DOEHRS-DR 1.5.1, with ensured integrity, availability and confidentiality, assists
RITPO in meeting these goals.

An Approval to Operate (ATO) for a period of three years was granted for DOEHRS-DR 1.5.1
on 20 July 2001. On 16 June 2003, the MHS Information Assurance (IA) Program (MHS IA)
published the Periodic Review for DOEHRS-DR 1.5.1. MHS IA confirmed that there had been
no major changes in the system and that sufficient security measures were in place to permit the
DOEHRS-DR 1.5.1 ATO to remain in effect until 21 July 2004. Because of the recent
migration of DOEHRS-DR 1.5.1 from the Clinical Information Technology Program Office
(CITPO) to the Resources Information Technology Program Office (RITPO), the current ATO
was extended to 15 September 2004 to permit sufficient time for proper testing and mitigation of
risks.

This report describes the safeguards provided by the DOEHRS-DR 1.5.1 designs to ensure that
the system is operated and managed in compliance with Department of Defense (DOD) security
requirements throughout its life cycle. This report also describes applicable security
requirements, summarizes key security evaluation activities supporting accreditation, and makes
recommendations regarding accreditation.

1.1 Purpose

The purpose of the security evaluation was to determine the extent to which DOEHRS-DR 1.5.1
technical security controls and documentation meet the minimum DoD and MHS system security
requirements for an ATO. The security evaluation provides the framework necessary to build a
basis for Certification and Accreditation (C&A) of DOEHRS-DR 1.5.1 according to DoD
Directive 8500.1, “Information Assurance.” The DoD Directive 8500.1 requires that
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accreditation, which is granted by the system’s DAA, be supported by a technical evaluation of
system security safeguards.

1.1.1 Responsibility

The RITPO is responsible for the project management and overall life cycle management of
DOEHRS-DR 1.5.1. The MHS Security Policy mandates that DOEHRS-DR 1.5.1 undergo the
“DoD Information Technology Security Certification and Accreditation Process” (DITSCAP)
evaluation. The DITSCAP ensures that adequate security measures have been implemented to
enable the system to maintain the required level of trust within an authorized operational
environment. The JMISO Certification Team assumed responsibility for certification of
DOEHRS-DR 1.5.1 on 19 April 2004. Full certification and accreditation, with the granting of
an Approval to Operate (ATO) by the DAA, must be undertaken every three years, or prior to
expiration of an IATO. A system also must re-certify when the accredited safeguards are
significantly affected due to system changes or updates, or if the operational environment has
been significantly changed. DOEHRS-DR 1.5.1 requires a re-certification due to the expiration
of the current ATO on 20 July 2004 (extended by the DAA until 15 September 2004). The
Periodic Review was conducted by the MHS IA confirmed that there had been no major changes
in the system and that sufficient security measures were in place to permit the DOEHRS-DR
1.5.1 ATO to remain in effect until its expiration.

1.1.2 Certification Activities

The principal activities conducted by the Certification Team in support of C&A include a review
of the System Security Authorization Agreement (SSAA), performance of a security evaluation,
security testing, and evaluation of the life cycle management processes. The JMISO Certification
and Accreditation activities consisted of a review of available DOEHRS-DR 1.5.1
documentation, interviews with government and contractor personnel, security testing, and
observations of demonstrated security features. Each activity is summarized in the sections
below.

1.1.2.1 System Security Authorization Agreement

The DOEHRS-DR 1.5.1 System Security Authorization Agreement (SSAA) was prepared in
accordance with the DOD 8510.1-M, “DoD Information Technology Security Certification and
Accreditation Process Application Manual”.

The DOEHRS-DR 1.5.1 SSAA and associated appendices were reviewed for compliance against
DOD 8510.1-M and to ensure that the DOEHRS-DR 1.5.1 and its security controls are correctly
and completely represented in the system documentation.

1.1.2.2 Security Evaluation

A baseline security evaluation was conducted to identify potential threats to the system, the
system’s vulnerabilities, and the safeguards needed to reduce risks. The evaluation also
determined the extent of compliance with security requirements of DoD and MHS. It consisted
of a review of available DOEHRS-DR 1.5.1 documentation, interviews with appropriate
personnel, and observations of demonstrated security features.

15 September 2004 2
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1.1.2.3 Security Testing

Security testing was performed to validate the effectiveness of the DOEHRS-DR 1.5.1 security
features and capabilities. The system was tested utilizing Internet Systems Security (ISS) Internet
Scanner™ and Systems Scanner™ using the Defense Information Systems Agency (DISA) Field
Security Office (FSO) full Policy “v621xpu640” and Windows 2000 Systems Readiness Review
(SRR) scripts. Manual tests were performed utilizing DODI 8500.2 MAC II Sensitive system
Information Assurance (IA) Controls and the Network Infrastructure Security Checklist version
4, release 2.3. The test results indicate whether technical and procedural safeguards are
implemented to ensure an acceptable level of risk to justify an Approval to Operate (ATO) or
Interim Approval to Operate (IATO).

1.1.2.4 Life Cycle Security Management

DoD 5000.1, “Life Cycle Management” requires management procedures to be in place to ensure
the maintenance of DOEHRS-DR 1.5.1 system security features and capabilities throughout the
system life cycle.

The DOEHRS-DR 1.5.1 system stores and processes sensitive medical data. Such data is
required to be safeguarded against unauthorized use by the DoD Privacy Act Program as well as
Section 1102, Title 10, U.S. Code, entitled “Confidentiality of Medical Quality Assurance
Records: Qualified Immunity for Participants” (10 U.S.C. 1102) in cases where it provides a
peer review or assessment regarding the quality of care. In accordance with criteria established
by the Computer Security Act of 1987, the DOEHRS-DR 1.5.1 system is classified as a system
that processes Sensitive Unclassified information because of the nature of the data it processes.
The data in DOEHRS-DR 1.5.1 requires appropriate technical, procedural, physical, and
operational safeguards to ensure its continuing confidentiality, integrity, and availability.
Management procedures are in place to ensure the maintenance of DOEHRS-DR 1.5.1 security
throughout the system's life cycle.

The DOEHRS-DR 1.5.1 system is in the Phase 11, Production, Fielding/Deployment and
Operational Support life-cycle phase.
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2 SCOPE

This security evaluation analyzes the security risks associated with the overall DOEHRS-DR
1.5.1 system and its environment. The DOEHRS-DR 1.5.1 combined security protection
mechanisms enforce the unified system security policy and establish the DOEHRS-DR 1.5.1
Trusted Computer Base (TCB). The TCB defines the system’s accreditation boundary. This
security evaluation only addresses elements within that boundary and assumes that equipment
outside the boundary operates correctly, and those security procedures implemented outside the
boundary are adequate. Figure 1 depicts the DOEHRS-DR 1.5.1 architecture with the
accreditation boundary as described in the DOEHRS-DR 1.5.1 SSAA shaded in the right portion
of the diagram.

DOEHRS Accreditation Boundary

/

Multiple Test Sites
(Single Installation) !

LI =

HC Workstations

Notebooks
{Mobile Users) DR User

\_ HC USERS DR USERS SECURITY DR FUNCTIONS Y,

Figure 1: DOEHRS-DR 1.5.1 Architecture
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3 BACKGROUND

The following information has been extracted from the DOEHRS-DR 1.5.1 SSAA
documentation, and has been organized and edited to comply with the format requirements of
this report.

31 SYSTEM DESCRIPTION

DOEHRS is a comprehensive, Tri-Service Automated Information System (AIS) for collecting,
comparing, processing, evaluating, and storing occupational exposure information, selected
baseline medical examination data, workplace environmental monitoring data, personal
protective equipment usage data, observation of work practices data, and employee health hazard
education data. DOEHRS supports the OH mission and enhances readiness. It also provides
timely and efficient access of data and information to users throughout the DoD worldwide
including Military Treatment Facility (MTF) commanders, industrial site commanders, lead
agents, installation agencies, and other users of comprehensive OH information.

DOEHRS improves the quality of OH care and wellness programs for the DoD workforce by
promoting the equitable delivery of OH services and the development of more robust and
informed prevention programs to minimize the impact of worksite hazards. Readiness benefits
are recognized from reduced troop retraining due to partial disability and improved unit fitness
through exposure life cycle tracking. DOEHRS is an operational data collection system and a
distributed database system. It replaces legacy service-specific applications and provides
automated support where no automated information support existed previously. It supports
reduction in redundant data entry and timely, efficient data sharing between hazardous work sites
and OH clinics. DOEHRS supports elimination of redundant data collection through interfaces
with clinical, environmental, safety, personnel, and financial AIS within DoD, as well as systems
external to DoD, which provide federal standards and compliance information.

At the facilities where the OH data is collected, authorized personnel input into the Hearing
Conservation (HC) modules using a variety of devices (e.g., pen-based workstations and
desktops). HC data flows directly to the DOEHRS Web Server. This effectively establishes a
single authoritative source of reference data for operational processing. The Web Server is
located at the Center for Health Promotion and Preventive Medicine (CHPPM) Data Center, but
is managed by the DOEHRS Technical Integration Office (TIO). Data required to support online
analytical or decision support processing flows to the DOEHRS DR Staging Area on the DR
Production Server where it is transformed and then loaded to the DOEHRS-DR 1.5.1. Data
loaded to the DOEHRS-DR 1.5.1 is aggregated to support the Decision Support System (DSS)
capability where needed. The data is transferred using batch methodology, on a periodical, non-
real-time basis. Recovery of recent data is possible and designed into DOEHRS-DR 1.5.1
architecture.

Exposures may occur throughout the continuum of military operations, such as industrial
maintenance facilities, administrative offices, hospitals, aboard ship, while operating weapon
systems in training exercises, or while deployed in war fighting or other military operations. The
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DOEHRS-DR 1.5.1 enhances the ability to manage this reality by providing critical information
to OH staff, command surgeons, and commanders so they can effectively select options for
reducing health threats and conducting risk assessments. Authorized users access DOEHRS-DR
1.5.1 through an Internet browser. While these users may not modify data within DOEHRS-DR
1.5.1, they may request standardized documents for view or print. The ability to request these
documents is based on the user’s access level. These reports are used for operations
management and decision support and are based on aggregated data.

3.1.1 DOEHRS-DR 1.5.1 Hardware / Software

The hardware configuration for DOEHRS-DR 1.5.1 is defined by DOEHRS Program
Management Office (PMO) as any configuration meeting DoD requirements and service-specific
regulations that is capable of running Web browser (IE 5.5, Netscape 7, or above), supporting
256 colors and JavaScript. End user workstation accreditation is the responsibility of the user’s
host network Information System Security Officer (ISSO) or the local security
manager/commander. Based on these specifications, it is anticipated that the minimum
configuration for a DOEHRS-DR 1.5.1 client is:

Intel (Pentium II or Celeron) processor 400 megahertz (MHz) (or better)
128 megabyte (MB) Random Access Memory (RAM)

100 MB of free high density disk (HDD) space

Network interface card

Super Video Graphics Array (SVGA) video adapter.

The DOEHRS-DR 1.5.1 Server Software and Connection Requirements are described in Tables
1 and 2, below.

Microsoft® Windows 2000 | Server Operating S’ystem
w/SP4

Oracle8i ™ Oracle® RDBMS Engine for DOEHRS-DR { COTS
1.5.1 data storage

Cold Fusion Version 6.1 (MX) | Report Server Engine-produces Web-ready | COTS
report pages on demand and handles user
session management

DOEHRS-DR  1.5.1 Main | Reporting Application for providing Functionals | PMO
Application w/detailed statistics about HC field-testing.

Oracle 91 Application Server | Application Server for housing DOEHRS- DR | COTS
applications

Table 1: DOEHRS-DR 1.5.1 Server Software

15 September 2004 6
For Official Use Only



For Official Use Only

DOEHRS-DR 1.5.1 Certification and Accreditation Report

Microsoft® Windows NT® Operating System
Workstation 4.0 w/SP 6a or
higher

Microsoft® Windows XP® and
Microsoft® Windows 2000 ®

Internet Explorer 5.5 and higher | Web browser with JavaScript-enabled setting COTS
or Netscape 7 and higher

Table 2: DOEHRS-DR 1.5.1 Connection Requirements

3.1.2 System Interfaces and External Connections

The DOEHRS has one active interface with DOEHRS-HC (Hearing Conservation). The
communication between the two TCBs is two-way, and initiated by the DOEHRS-HC users.
DOEHRS-DR 1.5.1 is a central repository of information that receives data from DOEHRS-HC
in the form of exports. The requested HC data is then uploaded into a staging area through the
processing of batch files. Hearing specialists, who use a Government Off-the-Shelf (GOTS)
product to conduct the administration of the hearing tests, create the export files. These export
files are processed by the DBA who updates the DOEHRS-DR 1.5.1.

The data in the export files, which are loaded into DOEHRS-DR 1.5.1, consist of individual
records for each test result. Data elements include personnel identification (ID) information,
Major Command/Unit Identification Code (MACOM/UIC) designations, test data attributes, and
administrator data.

The DOEHRS-HC can request records from the data repository through the DOEHRS-HC
interface. Individual social security numbers (SSN) or Zip/Pas/UIC codes are passed to
DOEHRS-DR 1.5.1 over a secure channel processed by the data repository and returned to
DOEHRS-HC via the secure channel. Data elements include personnel ID information,
MACOM/UIC designations, test data attributes, and administrator data.

3.1.2.1 DOEHRS-DR 1.5.1 Data Flow

Users may access the system’s reports through a Web browser, (there is no other interface for the
clients into the system). Users must log in with a unique user identification (Userid), password,
and use a browser that supports security features. The specific protocol is Hypertext Transfer
Protocol-Secure (HTTPS). Cold Fusion MX and Java are the communication vehicles that
transport requests and information between the user, the web server and the Data Repository.
The log-in request is processed by Oracle 8.i®, using standard services, and upon approval, a
user is presented with the report selection menu. A graphical depiction of the data flow is
presented in Figure 2, below.
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Figure 2: DOEHRS-DR 1.5.1 Data Flow

3.1.3 System Criticality

The RITPO has classified DOEHRS-DR 1.5.1 as a “Support” system, and defines the system as a
“System handling sensitive information which is necessary for the conduct of day-to-day
business, but does not materially affect support to deployed or contingency forces in the short
term.”

While users of the DOEHRS-DR 1.5.1 depend on the system to provide accurate data, the
timeliness of the data is not critical due to the addition of a real-time interface with the DOEHRS
Hearing Conservation (HC) application. However, because DOEHRS-DR 1.5.1 has been
categorized as a MAC II Sensitive system, additional IA Controls and a more robust evaluation
must be applied to satisfy MAC II compliance. As a MAC II Sensitive system, the loss of
integrity to DOEHRS-DR 1.5.1 is unacceptable, and loss of availability can be tolerated only for
a short time.
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3.1.4 Functional Description

The DOEHRS-DR 1.5.1 functions as the long-term storage repository of corporate OH data and
is designed to serve the needs of the OH professional and command personnel by providing
reporting and decision support services for immediate and future needs of the DoD.

DOEHRS-DR 1.5.1 system’s capabilities include the following:

e Data Reporting, using prepared reports for decision-making analysis

e Data analysis, using Commercial Off-the-Shelf (COTS) Web-enabled report generation
tools to provide a variety of canned reports

e Data manipulation, using various techniques for data aggregation, consolidation, and
presentation.

3.2 VALIDATION OF FEDERAL REGISTER NOTICES

The Privacy Act of 1974, as amended, requires the publishing of a Federal Register notice of the
existence and character of an automated System of Records containing Privacy Act data on
individuals who are citizens of the United States or aliens lawfully admitted for permanent
residency. These notices for DoD MHS systems are prepared by the system Program Manager
and processed by the TMA Privacy Office in compliance with DoD Regulation 5400.11-R,
Privacy Program dated August 1983. DOEHRS-DR 1.5.1 is in compliance with this
requirement.

3.3 VALIDATION OF VCTS/VMS REGISTRATION

The Defense Information Systems Agency (DISA), as a DoD agency, is responsible for
implementing the guidance and maintaining responsibility for the Information Assurance
Vulnerability (IAVA) process throughout DoD. To support DISA’s internal implementation of
the IAVA process, DISA has developed the Vulnerability Compliance Tracking System (VCTS),
a tool used to track compliance information for each DISA organization at the asset level. This
is accomplished through the VCTS notice process. All information technology (IT) assets that
are susceptible to vulnerabilities must be registered in the VCTS. Each asset must be registered
with the component Vulnerability Management System (VMS) Point of Contact (POC) in order
to expedite IAVA compliance. Program Offices are required to show proof of registration with
the appropriate component POC. DOEHRS-DR 1.5.1 complied with this requirement prior to
migration to RITPO from CITPO.

34  VALIDATION OF PORTS AND PROTOCOLS

Every AIS must register Ports and Protocols (PnP) with the appropriate POC. The POC is
responsible for consolidating a list of AIS required by their organization, including the protocols
and/or ports utilized, as well as operational and technical necessity for open ports. Each program
office must show proof of prior registration (deployed systems) or planned registration if the AIS
is a prototype. DOEHRS-DR 1.5.1 has registered the following Ports and Protocols.
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Port
443 - 443 TCP/ HTTPS Enclave to In
Internet
443 - 443 TCP/ HTTPS Enclave to In
NIPRNet
443 - 443 TCP/ HTTPS NIPRNet to In
Internet
443 - 443 TCP/HTTPS Enclave to Out
Internet
443 - 443 TCP/ HTTPS Enclave to Out
NIPRNet
443 - 443 TCP/ HTTPS NIPRNet to Out
Internet

Table 3: DOEHRS-DR 1.5.1 Ports and Protocols

3.5 VALIDATION OF PERSONNEL SECURITY (IT STATUS)

Any system that contains Privacy Act data is required to comply with DoD Regulation 5200.2-R,
“Personnel Security Program”. Specifically, Appendix 10 containing the criteria for designating
positions under the existing categories used in the personnel security program for Federal
civilian employees as well as the criteria for designating IT and IT-related positions. The
DOEHRS-DR 1.5.1 Program Manager has supporting documentation in the SSAA and has taken
appropriate steps to ensure that all personnel under RITPO control have appropriate Automatic
Data Processing/Information Technology (ADP/IT) investigations in place or under way and, as
such, are in compliance with DOD 5200.2-R.

3.6 CERTIFICATION LEVEL

The determination of Certification level requires the analysis of the following factors as applied

to DOEHRS-DR 1.5.1:

¢ System business function
e National, DoD and MHS security requirements

e C(riticality of DOEHRS-DR 1.5.1 to the MHS mission

15 September 2004
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e Software products

e Computer Infrastructure
e Data processed

e Types of users

These factors are compared to the degree of confidentiality, integrity, availability, and
accountability required for DOEHRS-DR 1.5.1 through application of weighted system
characteristics established for DITSCAP in DoD Manual 8510.1-M, “DoD Information

Technology Security Certification and Accreditation Process (DITSCAP), Application Manual”
at Section C3.4.8.2.

There are four possible certification levels:

Level 1 — basic security review
Level 2 — minimum analysis
Level 3 — detailed analysis

Level 4 — comprehensive analysis

Using the process described above, the JMISO C&A Team and RITPO concur that the
appropriate certification level for the DOEHRS-DR 1.5.1 is Certification Level 2.
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4 SECURITY REQUIREMENTS

DOEHRS-DR 1.5.1 is required to comply with the following guidance:

e DoD 5200.2-R, “DoD Personnel Security Program”, dated 1 January 1997 (with
administrative re-issuances)

e DoD 5220.22-M, “National Industrial Security Program Operating Manual”, January
1995; Change 1, 31 July 1997; Change 2, 1 May 2000

e DoD 5220.22-M, Supplement 1, “National Industrial Security Program Operating
Manual Supplement”, February 1995

e DoD 5220.22-R, “Industrial Security Regulation”, December 1985
e DoD 5400.7-R, “Freedom of Information Act “(FOIA)

e DoD 8510.1-M, “Department of Defense Information Technology Security Certification
and Accreditation Process (DITSCAP) Application Manual”, July 2000

e DoD Directive 8500.1, “Information Assurance (I4)”, 24 October 2002

e DoDD 5200.2, “DoD Personnel Security Program”, dated 9 April 1999

e DoDD 5400.11, “DoD Privacy Program”, dated 13 December 1999

e DoDI 8500.2, “Information Assurance (I4) Implementation”, 6 February 2003

e OMB Circular A-130, “Management of Federal Information Resources (Transmittal
Memorandum No. 4)”, 30 November 2000

e Public Law 100-235, “Computer Security Act of 1987, 8 January 1988

o Public Law 104-106 Information Technology Management Reform Act, Clinger-Cohen
Act, 1996

¢ DoD Manual 8510.1-M, “DoD Information Technology Security Certification and
Accreditation Process (DITSCAP), Application Manual”, 31 July 2000

o Public Law 104-191, “Health Insurance Portability and Accountability Act”, 1996,
(HIPAA)
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5 SECURITY EVALUATION

The security evaluation identified security requirements and examined the DOEHRS-DR 1.5.1
technical and procedural safeguards and associated system documentation. The evaluation
examined the configuration identified in this report. The objective was to determine the extent to
which the DOEHRS-DR 1.5.1 system safeguards and security relevant documentation meets
baseline security requirements.

For the purposes of this Certification and Accreditation, remaining risks are classified either as
residual risks or short-term risks. These risks are identified and classified in the appropriate
sections of this report:

Residual Risks: The risks that remain in the operation of DOEHRS-DR 1.5.1 after all possible
cost-effective mitigations have been applied. These risks are acceptable to the DAA with the
understanding that DOEHRS-DR 1.5.1 will seek to further resolve these vulnerabilities
throughout the system life-cycle.

Short-Term Risk: Security deficiencies identified in DOEHRS-DR 1.5.1 that the DAA does not
intend to accept as permanent risks, but he is willing to accept for a minimal period of time
because of the system’s mission criticality. These risks must be addressed and resolved
immediately, and the DAA will assign a completion date for each short-term risk based upon the
nature of the individual risk. A system’s failure to close a short-term risk may result in the
withdrawal or amendment of the DAA’s accreditation decision.

5.1 AUTOMATED VULNERABILITY SCAN

In support of the certification process, components are scanned utilizing Internet Systems
Security (ISS) Internet Scanner™ and Systems Scanner™ using the Defense Information
Systems Agency (DISA) Field Security Office (FSO) full Policy “v621xpu640” and Windows
2000 Systems Readiness Review (SRR) scripts. Manual tests were performed utilizing DODI
8500.2 MAC 1I Sensitive system Information Assurance (IA) Controls and the Network
Infrastructure Security Checklist version 4, release 2.3.. The automated scanning tools used were
configured in accordance with National Security Agency (NSA) guidelines and the applicable
DISA Security Technical Implementation Guide (STIG).

5.2 RISK ASSESSMENT ACTIVITIES

The security evaluation is a comparison of DoD application and system security requirements to
the existing application security controls. The objective was to determine the extent to which the
DOEHRS-DR 1.5.1 safeguards and security relevant documentation satisfy baseline security
requirements.

5.2.1 Documentation Review
DOEHRS-DR 1.5.1 security documentation was reviewed to support the evaluation of
implemented controls. Documentation included:

— System Security Authorization Agreement with Appendices
—  System Security Concept of Operations
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— Information System Security Policy
— Requirements Traceability Matrix

—  Certification Test and Evaluation Plan
—  Trusted Facility Manual

— Configuration Management Plan

—  Security Features User’s Guide

— System Rules of Behavior

— Incident Response Plan

—  Contingency Plan

—  Security Awareness and Training Plan
—  Personnel Control Memorandum

—  Memorandums of Agreement

3.2.2 Technical Control Features Assessment

A review of DOEHRS-DR 1.5.1 system technical control features was conducted to determine
the existence and/or sufficiency of required controls. Information was obtained from available
documentation and interviews with DOEHRS-DR 1.5.1 system and support personnel.
DOEHRS-DR 1.5.1 system security mechanisms are designed to meet baseline-security
requirements for a MAC II Sensitive classification.

5.2.3 Security Features Demonstration/Testing
Security testing of DOEHRS-DR 1.5.1 system was conducted between 29 June 2004 and 24
August 2004, and focused on the following areas:

The protection of information from unauthorized access — confidentiality,

Denial of service (availability)

The integrity of the system and data (integrity) and,

The ability to ensure that system events are traceable to persons or processes that may
then be held responsible for their actions (accountability)

53 EVALUATION FINDINGS

DOEHRS-DR 1.5.1 was assessed between 19 April 2004 and 08 September 2004. The initial
evaluation resulted in a total of seventy-nine (79) findings from the MAC II IA Control review
and the Certification Testing and Evaluation (CT&E) of the application and database. These
findings were rated as 13=High, 39=Medium and 27=Low. Further mitigation was conducted,
issues were resolved and the system was reassessed by the JMISO Certification Team. After
mitigation, eleven (11) remaining risks were identified and rated as one (1) Medium and ten (10)
Low. Of these findings following mitigation by DOEHRS-DR 1.5.1, four (4) risks were deemed
short-term risks, and the remainder were designated as residual risks.

Figure 3 depicts a graphical representation of identified vulnerabilities before and after
mitigation.
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Figure 3: DOEHRS-DR 1.5.1 Test Report

Table 4 represents a matrix of identified vulnerabilities including:

Risk rating of initial finding

System area in which vulnerability was identified

Vulnerability finding, including impact statement and recommendation
Response or mitigation strategy developed by the Program Office (RITPO)
Certification Team response to the Program Office

Final Residual Risk rating following validation testing or analysis

The Vulnerability Matrix for DOEHRS-DR 1.5.1 aggregates several risks as a single issue. This
action was taken because some risks flow from the same deficiency in the system.
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Table 4: DOEHRS-DR 1.5.1Vulnerability Matrix

Medium | Win2K OS — | Finding: User rights and advanced user .A Too vague to correct. Certification Team does NOT concur MEDIUM

Gold Disk rights settings do not meet minimum The TIO would like
Short- requirements. precise guidance for this Short-Term
Term vulnerability from Risk
Risk JMISO. Provided SA with Notes on User rights

PDI ID#1737 settings taken from W2K Group Policy:

FSO Impact: Inappropriate granting of user and Security Configuration Toolset: Chap. 4, p.

Checklist: advanced user rights can provide system, 29-33. From their mitigation, SA did not

5441 administrative, and other high level 09/10/04: User rights modify user rights.

capabilities not required by the normal user. and advanced rights

NSA WIN2K settings have been set 09/10/04: Certification Team concurs, and

Guide, to comply with DISA will re-validate this finding to confirm

Group policy settings within 90 days.

Policy: Recommendation: Ensure the granting of

Security user and advanced user rights is in

accordance with the minimum requirements.

Configuration Finding remains MEDIUM until JMISO has

Toolset: the opportunity to validate RITPO

Chap. 4, p. representations.

29-33
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Medium | Oracle Finding: The COTS Software has not been Changes made to the Certification Team partially concurs LOwW
Database protected from modification. database software are
Residual currently monitored Residual
Risk manually. All changes Risk
made are captured in The PO has a plan that manually monitors
Database Impact: Trojan horses and other malicious the Oracle audit tables changes made to the database software.
STIG2.22 code could be implanted in standard and is available for The PO has a plan to purchase and

database executables that could corrupt
database integrity or allow unauthorized
access. Host systems should baseline their
systems after application installation to collect
data on application directories and files for
future comparison in order to determine
unauthorized modification.

review by DOEHRS DR
DBAs. Further, the
RITPO is pursuing the
purchase of TripWire
software. Upon
completion of
acquisition, TripWire will
be implemented to
monitor system changes
in an automated

implement TripWire.

The Certification Team will re-verify this
finding within 90 days.

Based on the manual process for

Recommendation: Establish and implement | manner. monitoring the changes, recommend that
procedures to monitor any changes made to the risk rating be changed to LOW.
the database software.

15 September 2004 18

For Official Use Only




DOEHRS-DR 1.5.1 Certification and Accreditation Report

For Official Use Only

Risk | System Area Finding/Recom Team’s Response Risk
Rating | Rating/s
Medium | Win2K OS — | Finding: The Send download LanMan This finding is Not Certification Team partially concurs LOW
Gold Disk compatible password option is not set to "As Applicable. There are
Residual Requested”. no NT servers in the The PO is using the NT Domain Residual
Risk DOEHRS DR authentication for ease of administering Risk
accreditation boundary. | authorized users within the enclave. The
PDI ID#1806 DOEHRS is NT Domain controller is outside this
FSO Impact: The Local Area Network Manager implemented on an NT system’s accreditation boundary and is a
Checklist: (LanMan) is not compatible because there is LAN by the TIO. business function to assist administrators’
5.4.5.47NSA | a newer version that offers improved security. access the system. Strong authentication
WIN2K The version is NTLMv2. The Kerberos v5 of the administrators has been confirmed,
Guide, authentication protocol is the default for and external access to the system is
Group authentication of users who are logging on to blocked by the enclave firewall.
Policy: domain accounts from computers that are
Security running Windows 2000. The Kerberos However, DISA’s recommendation to use
Configuration | protocol is the protocol of choice in Windows the most stringent security possible is not
Toolset 2000, when there is a choice. The Windows being followed. The PO should strive to
Chap. 4, p. NTLM protocol was the default for implement the recommended setting to
41 authentication in Microsoft Windows NT improve overall security.

version 4.0. It is retained in Windows 2000
for compatibility with clients and servers that
are running Windows NT version 4.0 and
earlier. It is also used to authenticate logons
to stand-alone computers that are running
Windows 2000.

Recommendation: To configure the system
to be protected, set the following key in the
registry: LMCompatibilityLevel Value = 5.

Recommend that the risk be changed to
LOW.
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Initial ,
Rating
Low Oracle Finding: The ODBC tracing executable has The ODBC tracing utility | Certification Team partially concurs LOW
Database — not been removed from the host system. is used by System
Residual | Oracle DB Administrators to Residual
Risk SRR Results troubleshoot Risk
performance issues. Since the ODBC tracing utility is only used
Impact: ODBC tracing may capture Only System for troubleshooting and only available to
passwords or other sensitive information. Administrators have System Administrators, the finding has
Database Since ODBC tracing is used primarily to access to this utility. been mitigated. However, the finding
STIG5.2.2 debug applications, it should not be required | System Administrators remains for documentation purposes.

in a production environment.

Recommendation: Remove the ODBC
tracing executable from the system if it is
feasible. The Microsoft ODBC trace
executable is named Odbctrac.dll.

need access to this
utility 24 hours as the
system is operated both
CONUS and OCONUS.

Finding remains LOW
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Low Oracle Finding: Use of PKI authentication to access | Currently, there is no Certification Team partially concurs LOwW
Database — the database is not compatible with the DoD clear DoD technical
Residual | Oracle DB PKI implementation. implementation guideline Residual
Risk SRR Results associated with PKI Risk
implementation at an Although DoD policy related to PKI
application level. When authentication is still vague, this finding will
Impact: Where possible, databases are clear guidance is remain a risk until additional clarification is
Database encouraged to use Public Key Infrastructure provided. DOEHRS DR | provided.
STIG 3.2 (PKI) as the method of authentication in will implement this

accordance with the Assistant Secretary of
Defense (C3l) Memorandum, subject: “Public
Key Enabling (PKE) of Applications, Web
Servers, and Networks for the Department of
Defense (DOD) Memorandum by ASD (C3l),”
17 May 2001.

Recommendation: Configure database
connections requiring use of PKI to comply
with DoD PKI use requirements.

functionality.

Finding remains LOW

15 September 2004

21

For Official Use Only




DOEHRS-DR 1.5.1 Certification and Accreditation Report

For Official Use Only

Risk | System Area B/ M Certification Team’s Response Risk
Rating Strategy Rating/Status
DoD 8500.2 - . . S .
Low MAC Il ._u_:n:._m“ An m_ﬁmﬂ:mﬁm site has :oﬁ. been RITPO is in the process | Certification Team partially concurs LOW
Sensitive identified that permits the restoration of all of determining an
Residual IA Control mission or business essential functions as appropriate alternate site | DOEHRS-DR 1.5.1 should initiate plans to | Residual
Risk required by MAC 1. at a DISA location for develop alternate site. Risk
COAS-2 DOEHRS-DR. Servers
CODP-2 Although a redundant server is established in | at APG are redundant in | Risk remains LOW until an alternate site
a separate location at APG, a disastrous the event of failure. becomes operational.
COMS-2 event may disable all DOEHRS-DR 1.5.1
capability with the loss of both servers.
COSP-1 Previous Annual Review incorrectly indicated

that redundant server had been moved off-
site.

Impact: MAC |l requires that a system has
the capacity to restore ALL mission or
business function within 24 hours. Without an
alternate site, DOEHRS-DR 1.5.1 cannot
expect to meet this control requirement.

Recommendation: Establish an alternate
site for redundancy in a location adequately
removed from the physical environment of
APG.
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Initial
Risk System Area Certification Team’s Response

Rating

Low DoR.85002 | Einging: DOEHRS-DR 1.5.1 programmer | 09/10/04: RITPO has LOW
Sensitive privileges to change production code and advised DOEHRS-DR

Short- IA Control data are not limited and reviewed every 3 1.5.1 to review 09/10/04: Certification Team concurs. Short-Term
Term ECPC-2 months. programmer privileges Risk
Risk every three months in

Impact: This is a specifically enhanced
MAC [l Control requirement to establish
review of privileges on a short-term interval to
further control and protect a MAC i system.
The required MAC II protection is not
implemented without compliance with ECPC-
2.

Recommendation: Develop and enforce a
documented procedure to review privileges
every 3 months, and adjust as appropriate.

compliance with this
MAC II IA Control.

However, JMISO has insufficient time to
re-validate this finding. JIMSO
recommends that DOEHRS-DR 1.5.1
incorporate this change in the SSAA.

This risk will remain low until JIMISO has
the opportunity to review an amended
SSAA to confirm RITPO representation.
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Risk System Area Certification Team’s Response
Rating
DoD 8500.2 i L I
Low MAC Il Finding: DOEHRS-DR 1.5.1 CM Process This is inaccurate. Certification Team does not concur. LOW
Sensitive does not enforce document updating. Most DOEHRS-DR DITSCAP
Short- IA Control DOEHRS-DR 1.5.1 SSAA documents initially | documents are current The PO response does not address MAC Short-Term
Term DCPR-1 submitted for this C&A had not been revised | and available for review. | Il and OMB requirements that SSAA Risk
Risk in 3 years. documentation be kept updated to reflect
) present system configuration.
M“_wmw__w 130, Impact: Outdated documents delay or

prohibit DITSCAP or Service CoNs. Present
inaccurate system descriptions; potential for
business or security decisions to be made on
inaccurate configuration descriptions.

Recommendation: Develop and implement
procedure {o ensure documentation is
reviewed and updated at least annually.
Release Notes for all system changes are
reported to CA at the earliest possibility.

This finding remains LOW until a
procedure is demonstrated to ensure

document updating as required by MAC II.
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6 RISK ASSESSMENT SUMMARY

This Section summarizes the findings of the evaluation and presents the conclusions drawn
regarding the extent of compliance with established DOD and MHS requirements.
Recommendations for security control features, which will enable full compliance with security
requirements and reduce security risks for the DOEHRS-DR 1.5.1 system, are also provided.

6.1 COMPLIANCE DETERMINATION CRITERIA

The following table summarizes the status of compliance with the reviewed SSAA
documentation in support of an ATO.

Table S: DOEHRS-DR 1.5.1 SSAA Documentation Compliance

System Security Authorization Agréement- 7/1/04 Yes Compliant
System Security Concept of Operations- 8/13/04 Yes Compliant
Information System Security Policy- 7/1/04 Yes Compliant
Requirements Traceability Matrix — 6/30/04 Yes Compliant
Security Design Document- 7/1/04 Yes Compliant
Trusted Facility Manual- 7/1/04 Yes Compliant
Configuration Management Plan- 7/1/04 Yes Compliant
Certification Test & Evaluation(CT&E)Plan- 3/15/04 Yes Compliant
Security Features User’s Guide — 7/1/04 Yes Compliant
System Rules of Behavior- 7/1/04 Yes Compliant
Incident Response Plan- 7/1/04 Yes Compliant
Contingency Plan- 8/23/04 Yes Compliant
Personnel Security Controls- 7/1/04 Yes Compliant
Memorandums of Agreement — (various dates) Yes Compliant
Security Awareness and Training Plan- 7/1/04 Yes Compliant
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6.2 EVALUATION RESULTS

With the closeure of short-term risks, the DOEHRS-DR 1.5.1 system will meet the baseline
security requirements of a MAC II Sensitive system. There are eleven (11) remaining
vulnerabilities (1 Medium, and 10 Low). Four (4) risks are deemed short-term risks, and the
remainder are considered residual risks

* The only medium risk can be closed by DOEHRS-DR 1.5.1 by adjusting user rights
settings to meet minimum requirements

* One low risk can be closed by DOEHRS-DR 1.5.1 by minor amendments to the Change
Management Process

® One low risk can be closed by DOEHRS-DR 1.5.1 by changing management procedures
to include review of programmer privileges every three months, and update the SSAA to
reflect this change.

® One low risk can be closed by DOEHRS-DR 1.5.1 by the establishment of an alternate
site physically separated from APG in Aberdeen, Maryland

Following the closure of the Medium risk, the overall risk for DOEHRS-DR 1.5.1 is LOW.

6.3 CONCLUSIONS AND RECOMMENDATIONS

The Certification Team recommends to the Certifying Authority (CA) that DOEHRS-DR 1.5.1
be granted an Approval to Operate (ATO) by the DAA. It is further recommended that the DAA
require compliance with the following general and special conditions:

1. General Conditions:

a. If the Resources Information Technology Program Office (RITPO) makes any changes to
the configuration of DOEHRS-DR 1.5.1, the Program Office (PO) must assess and document
the impact on the security policies and processes. This involves fully understanding any
changes that are made to the security policies and processes, documenting any new
vulnerability, conducting elimination or mitigation to reduce risk, and finally updating the
System Security Authorization Agreement (SSAA) and supporting documents. The JMISO
Certification Team must be notified, and provided a copy of the updated security documents.

b. The PO must use the following guidelines in determining the level of certification
activities required when changes are made to the configuration of DOEHRS-DR 1.5.1,
baseline:

1) If the PO deems the changes to the configuration to be “minor”, the changes can be
documented using Release Notes that have a security section. An example of a
“minor” change would be the addition of functional changes that do not make any
changes to the security policies and procedures.
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2)

3)

If the PO deems the changes to the configuration to be more than “minor” but still
less than a “major” change, a Risk Assessment must be coordinated with and
validated by the JMISO Certification Team. The results normally will be
documented as an addendum to the system accreditation report. An example of this
type of change would be the addition of a new Commercial-Off-The-Shelf (COTS)
product to the application or, adding one or more new interfaces to the system.

If the PO deems the changes to the configuration to be a “major” change, a full
Certification and Accreditation effort that leads to a new Approval to Operate (ATO)
will need to be performed by the IMISO Certification Team. Examples of “major”
changes include changing the operating system, or changing a major component, such
as the database used by the system.

c. Mitigation of the system’s technical risks, identified under “Specific Conditions” below,
are not to be delayed for the duration of the approved certification, but rather completed by
the PO as quickly as resources permit.

2. Specific Conditions:

It is recommended specifically that the following mitigation effort be continued to further reduce
the risk to the DOEHRS-DR 1.5.1:

3. Other

Take all appropriate actions to close the Medium risk indicated in this report, or
reduce this risk to a Low rating and to the extent that they may be considered an
acceptable residual risk to the operation of DOEHRS-DR 1.5.1. The JMISO
Certification Team and DOEHRS-DR 1.5.1 will coordinate efforts, prior to 01
December 2004, to allow JMISO verification that this task is completed by a review
of amended SSAA documentation and procedures.

Establish and document a procedure to ensure that the DOEHRS-DR 1.5.1 System
Security Authorization Agreement (SSAA), including Appendices, is reviewed and
updated as necessary upon any significant change to the system security or
configuration and, at least, on an annual basis. DOEHRS-DR 1.5.1 will validate this
action to the JMISO Certification Team prior to 01 December 2004

Initiate efforts to establish an alternate site for DOEHRS-DR 1.5.1 at a location
physically separate from APG in Aberdeen, Maryland

Best practices and JMISO policy will require DOEHRS-DR 1.5.1 to resolve any relevant issues
relating to the upcoming discontinuation of Microsoft support of Windows NT. Although not
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considered a risk for the purposes of this Certification and Accreditation, these circumstances
create a business risk because systems will be removed from Service networks if Windows NT is
running and unsupported.

Further, the JMISO Certification Team recommends that the DAA require all of the above
conditions to be satisfied as soon as possible and no later than the next Annual Review for
DOEHRS-DR 1.5.1, unless completion dates otherwise are indicated.
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ATTACHMENT A
ACRONYMS
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AlS

APG
ATO
C&A
CA
cCB
CHCS
CHPPM
clo
CM
COOP
COTS
CT&E
DAA
DAC
DBA
DISA
DITSCAP

DoD

DoDD

DoDlI
DOEHRS
DOEHRS-DR

DOEHRS-HC

DR
DRP
FIPS
FOIA
FOUO
FSO
HC
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ACRONYMS

Automated Information System

Aberdeen Proving Ground

Approval to Operate

Certification and Accreditation
Certifying Authority

Configuration Control Board
Composite Health Care System

U.S. Army Center for Health Promotion and Preventive Medicine
Chief Information Officer
Configuration Management
Continuity of Operations
Commercial-Off-The-Shelf
Certification Testing and Evaluation
Designated Approving Authority
Discretionary Access Control
Database Administrator

Defense Information Systems Agency

DoD Information Technology Security Certification and Accreditation
Process

Department of Defense

Department of Defense Directive

Department of Defense Instruction

Defense Occupational and Environmental Health Readiness System

Defense Occupational and Environmental Health Readiness System -
Data Repository

Defense Occupational and Environmental Health Readiness System -
Hearing Conservation

Data Repository

Disaster Recovery Plan

Federal Information Processing Standards
Freedom of Information Act
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Field Security Office

Hearing Conservation
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HTTPS Hypertext Transfer Protocol-Secure

1A Information Assurance

IATO Interim Approval to Operate

IAVA Information Assurance Vulnerability Alert
INFOCON Information Operations Condition
INFOSEC Information Systems Security

IP ) Internet Protocol

ISS Internet Security Systems

IT Information Technology

JMISO Joint Medical Information Systems Office
LAN Local Area Network

MAC Il Mission Assurance Category Il

MHS Military Health System

MHz Megahertz

MOA Memorandums of Agreement

MS Microsoft

MTF Military Treatment Facility

NIPRNet Unclassified But Sensitive Internet Protocol Router Network
NIST National Institute of Standards and Technology
OH Occupational Health

OMB Office of Management and Budget

oS Operating System

PKIi Public Key Infrastructure

PMO Program Management Office

PnP Ports and Protocols

POC Point-of-Contact

RITPO Resources Information Technology Program Office
SA System Administrator

SDD Security Design Document

SFUG Security Features User’s Guide

Sl Sensitive Information

SLA Security Level Agreements

SRR Systems Readiness Review

SSAA System Security Authorization Agreement
SSL Secure Sockets Layer

SSP System Security Policy
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ST&E
STIG
TCB
TCP
TFM
TIO
TMA
userid
VCTS
VMS
VPN
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Security Testing and Evaluation

Security Technical Implementation Guide
Trusted Computing Base

Transmission Control Protocol

Trusted Facility Manual

Technical Integration Office

TRICARE Management Activity

User Identification

Vulnerability Compliance Tracking System
Vulnerability Management System

Virtual Private Network
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SECURITY REQUIREMENTS AND/OR REQUIREMENTS
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SECURITY REQUIREMENTS AND/OR REQUIREMENTS
TRACEABILITY MATRIX

Introduction

This section contains the Security Requirements Traceability Matrices used by DOEHRS-DR
1.5.1, which is incorporated in the SSAA as Appendix F. Requirements Traceability Matrix
(RTM)

DoD 8510.1-M, requires that directives and security requisites be analyzed to determine the
system security requirements. Sections of directives are parsed into basic security requirement

statements. The security requirements are entered into a RTM or RTMs to support the
Certification and Accreditation (C&A) effort. '

September 2004 B-1

For Official Use Only



A[uQ 9s() [eRYO 104

cd 00T 12quiadag

-suonesifdde Jofew pue swiaisAs

11oddns (210U UT PAJRUTIASSIP 10 ‘PAIOIS ‘paNIWSURI) “Passasoid

p2193]]05 uoneULIOJUI AoudFe [[ 10] papiaold st (weiSold A11noag

(¢ uoIjBWLIOJU] PAJBWOINY ¢ ‘SjudwaInbey] v ‘saounosay uoyvuriofuy

mko_n.w “MM.“..“M V) 111 xtpuaddy pawomy [p4apa,f fo L11andag ‘111 xipuaddy) L1nodas srenbape
dVISLIA ~ LAW X ‘0€1-V 9O 1ey) aunsse o) weidoid e urejurew pue judswddwi [[eys S31ouUAFyY I'NAD
(NED) SINTNTHINOTH TVHINTD

(‘uonearssqQ

= O PUB S0, = L ‘MdIAdI JUAWNIO(J = (J ‘MOTAINU] = | “JUSWRIINDaI Yord 10 $S0001d MIIADI YY) SOYNUSPI UWN[OD MITASI )

"31qe) SIy3 SMO[[0} INLY T'00§8 IAOd SY ‘paidquunual

SOLNUS J[ge) Sy} Pue ‘pappe (semud 70078 Idoed 1dooxd) sjudwaambar SHA SWOS ‘PIAOWAL 9IoM SUOIBINGaI PUB SIATIOIIP (O
PapuUIOSal [V “SJUSWIINDAI A)UNd9s payyIsse[oun wvjsAs afqesijdde ay) suluLId)op 01 pazA[eue pue XLIRIA A)[Iqeaoel], sjuswaImbay]
(VSIA) Adus8y SwolsAS uoneuwlIoju] asusjo 9y} WO Pajoenxd aIom sojisinbor Ajunoos pue soanoeilp paijisse[dun qod

XLV ALI'TIAVAD VAL SINAINAIINOTA ALIMNDAS
(I'S'T YA-SYHAO@) AJO.LISOdTA VLVd
SSANIAVAT HLTVAH TVINANNOIIANA TVNOLLVdANDDO0 ASNALAdA

1oday uoyPHpPasddy puv uoupIYia) ¢ I Ya-SYHAOd

AquQ as0) [PYO 40,1




A[uQ 3sn 1ePYO 104

¢-d 007 Joquiaydag

YTaey) ‘uonediidde ays uyim st

vﬂ.“—.”%ﬁwm—hwmm I xipuaddy | uonewoyur usym papiaoid uondajold oy o3 9jqetedwods ‘Ajajendosdde
s uQ — ,r.m—E ‘0E1-V dINO Pada0ad st uonesijdde sy wouy paseys uoewWIOJUL B} INSUY 04l

.CNN.M.(V

[11 xipuaddy waIsAs 9y unyim pasn Ajareridordde
LANW ‘0¢1-V dIWNO a1e sjonpoud [eo1uyd9) pue sjonpold AJLINDIS JAIJOIYA 1SOO Jey) aInsuyg 1'DdL
(O4L) TVDINHOAL

¢Taey) ‘uoneatjdde ay) uryim s

IWddHD 3¢ Junsa) 11 xipuaddy | uoneuLiojul uaym paplaoid uonoajold sy 03 sjqeredwos ‘Ajorendoidde
s uQ - ,_..HE ‘0€1-V WO pa10930.1d sy uoneorjdde ay) woyy paseys UOTJBULIOFUL e} AInSuyg $'NAD

greey)

111 xtpuaddy “wioysAs ay} uryim pasn A[ajenidoidde
LAN ‘0E1-V GWO e sjonpoid [esruyoa) pue sponpoid AILINIIS 9ANOIYYS 150D Jelf) dInsuy #'NAD

paufejurent (¢ *SoAI0a1P A1Lndas [euoiieu sjeudoxdde £q

10 passddoad .

B1ep Aundds V) 111 x1puaddy patmboau se sweifoid Asus3e ojur pajesodiosur 3q pnoys uoneuwIoyul
[euoneu oN — VIN ‘0€1-V dINO |  A1noas [euoneu SurInods 1oj sjuswaarnbai juaduins alowr 10 Juaiafiqg ¢'NAD

JUSWITRURA [2ULOSID JO DO Pue

‘UOTIBIISIUNWIPY SIDIAILG [BIFUID) “301owWio)) Jo Juswpeds( ‘1e8png

(¢ pue juswageury JO IFO Y1 Aq panssi saInpaooid pue Spiepue)ls

soopuaddy V) I1I xtpuaddy ‘sa101]0d OPIM-JUIUILIIAOS YIIM JUIISISHOD dIR YIIym SAINpasoId
- ‘0€1-V dINO pue sprepuess ‘sadijod judwerdwit jeys weidosd s Aouade yoeyg TNAD

pue yvsS - LAN

1odoy uoyvIIpaLoIy pub uoUDIYLLD IS [ Y¥A-SYHAOA

AquQ as0) (v1YJO 40,4




AuQ as) [epYO 104

v-d 00T Joquildag
(0JV) ALI'TIGVINNODDV
dnou3 Suppiom . . 4 3 4

£q eaoudde ¢ vgq 1 €21 s19sn pazuoyne Aq paugisse aq A[uo J[eys
10 V/S — LA -V 1D gNO $5395e panrusad Apeadfe jou s19sn £q 103[qo ue 0) uoissiwiad $S200Y 9°0OvVd

Eﬁmmwﬁ_uﬂﬂwwwn 1 €21 "$S3008 pazLioyneun wolj pa3dajold are s30a[qo ey apraoid
uo m.wuou< - LAN -V I gNO “I[Neyop 10 uonoe 1asn Jo1fdxa Aq Iy [[eYS WSIUBYIIW DV (T YL §ovda

‘s3ydur $s999€ Jo uonededoad Jnuyy 03 sjonuod apiaoid [[eys

pUE ‘y10q Aq Jo ‘sjenpiarpul Jo sdnoi paujap 10 S[ENPIAIPUL paweu Aq

WddED 3¢ Supsa 1 €21 $193[q0 Jo SuLIeys [0JJU0D " 0} SIISN MO[[® [[BYS (SISI| S|OIUOD SSI008
s uQ — ,H.m:z -y o) g0 | ‘sjonuod oijqnd,dnoig gres ‘ojdwexa 10§) wSIuBYOIW JUIWIDIOND Y ] yovda

-s1yS1I 553008 Jo uoneSedoid iy 03 sjonuod apiaold [[eys

pue ‘yj1oq £q 10 ‘spenpiArpur Jo sdnoiS paujap Jo s[enplAlpul paweu £q

WddHD ¢ Sunsa 11 €21 $303[qo Jo Suureys - A7193ds 03 S19sN MO[[e [[EYS (SISI| S[OJIUOD SSI008
s uQ — ,-..HE -y 011D WO ‘sonuod o1jqnd,dnous g1es ‘ordwexs 10}) WSIUBYISUW JUIWIDIOJUD Y], £ovda

V/S
Aq pajudwdjduay

_MMMM,.._W QM_WWWWMVMN ‘1 €21 ‘WaIsAs AV oy1 w (swesdoud pue safyy ‘ojdurexa 10§) s109(qo
sysanbay — h.n.:z -V o) gINO | poweu pue siosn pawuBu U99mM)9q SSI0IB [0OHUOD PUB *** [[BYS DL UL ovda

suossiuzod T €T washs Qv 2y w (swesSoad pue safiy ‘ojdwexs 10) s193[qo
mweoudw _ LAW -y 011D WO PAWBU PUB SIISN PAWBU UIIMIDQ SSIIIB *** JULaP [[BYS DL YL 1'ova

(OV@ TOUINOD SSTDIIV AUVNOLLAYDSIA

10day uoyDIPaLIY puv uouvIYD) 'S’ ¥A-SYHAOU

AquQ) asp) (p11JO 104




A[uQ 3s) [EPYJO 104

s-d 00T 1oquydag
(IS) ALIYOALNI WALSAS
(€'$SD9

WddHD ¢ Sunsa ‘VIN'9) "JUSAS S} JO 3IN[IBJ IO $S300NS Puk “YUIAJ JO 3dA) “1asn JuaAa ay) Jo
IS uQ — H.@E 81-008 LSIN aw pue aep :AJIUIPI [JeYS PIOI3I JIPNE Y} JUIAS PIPI0IAI Yo 10, 7anv

(¢'SSD"9 “IND20 UOTIoUN[BW 1O UOIR[OIA

WAdHD 1% Sunsa ‘VIN'9) AJUndas e pinoys asiwoidwiod Jo spyruew Jo asned ayy SurunIep
IS uQ — h.m_E 81-008 LSIN UL SJUSAS JONLSU0IAI 03 [1I9P JUSIDLNS JO 3q [[ByS [BLY JIpNe Ay |, Idanv
(anv) Lianv

*JND20 UOIOUNJ[BUL JO UOTIE[OIA

A1L1nd3s B pInoys asiwodwod Jo spnjiudew Jo 3sned Yy SuIUILIPp

Ul SJUDAD JONIISUOIAI 0) JIEIOP JUSISIYNS JO 3q [[BYS 1B JIpne oY, "asn

SIvVd 1o K101sty pajusundop e Surpiaoid jres) Jipne ue 3q [[eys 1oy ],

WddHD 1€ Sunsay 1M €21 ‘SIV 9Y) UO SUONIE J2Y JO SIY 10J I[GBIUNOIIE P[IY 2q ABW SV UE 0)
s uQ — ,_..m:a -V 1) gINO ssasoe Juiaey uosiad yoes ainsua o) prengayes aoe(d ul 3q [[BYS 219y, 1'ODV

1oday uoyvIpaLO9y pup uoyvIYiLe) I's'I Yq-SYHAOA

AquQ asp) (PO 404




A[uQ 9s0) [ePYO 104

9-9 #00¢ 1quaidag
TVINAIO0Ud ANV INFWIDVNVI
‘DL dY} JO SWSIURYIIW
IWddHD 3¢ Supsa (rrzsed) | uonssjord A11nd3s oy 183J9p 3SIMIAL0 Jo ssedAq 03 J1osn pazuoneun
s uo — LAW 0¥'00ZS 1dod ue 10J sAem SNOIAGO OU dJe 3I9Y) JBY] 2INSSe 01 uop aq [[eys Sunsa], € LSL
(rresed) *UOIJB)UWINIOP WIIISAS JY) UT PIWIR[D SE YIoMm 0}
V¥ SIL - LA 0t'00ZS Idod | punoj pue paisa) aq [[BYs WISAS JAV Y} JO SWISTUBYIIW AJLINOIS Y|, T ISL
“8unsa) uonedyNId 103 oueping sopraoid
dVOSLIa . ! Heoy! J P! % ol and
ST yim Supsay SdId -s1adojaaap s, waisAs 3y Jo Juapuadapur 9q [[1A UOHIBOILILIAD
uoneIYNII)) "uBld 3y} 19Npuod oym s[enpiAlpul ‘[eanoeld a10yp, “Sursd) [euonOUNY
APLS vw___%_:m SWSIUBYOaW AJLINDIS ST} JO SINSII PUB ‘PaJsSI) 2JIM SWSIUBYIIUW
Od ‘9seqd yuour P ¢
Koydop;jeuoneado (zsed) A11nd3s oY) moy moys Jey) saanpadoid 159 ‘ueyd 1591 oY) SaqLIOSIP
ut WwaISAS -V/N 0¥°00¢S 1dod 1oy} JUSWINIOP B SI0JBN|BAD YY) 0) apiaoid [feys Jodo[aAdp waIsks oy, 1'"ISL
(LSL) ONLLSAL ALTHNDIS
anss{
UOTJEYPIAIIIE YIS
© ST Juduidainbaa
SIYL "WddHD
Aq pyudwdjduay
ASUIJIp Argpunoq
JAEPUI 3Y)
Aq papdajoud sy pue (9$$D°§
NWddHD e pajsoy ‘OVIN'S) 81-008 *2IBM)JOS Y} JO
ST YA SYHAIO0d ‘g
$19AIMON] "VVSS Ul LSIN (€'8°6) | A8 ay) aunsua 03 pakojdwis aq [[eys SISA[eur XsU Y] Ul PILFIUSPL
PISSAIPPY ~ LAN WdS SIV SHIN S JO [9AQ] 9Y3 YIIM JBINSUILILLIOD SAINSEIW uonuaAdd snip I'IS
wgz

10d2Y uoNDIIPaLIY pUv UoUVIYI2D ['¢°T YA-SYHIOT

Au) asp) (p11fJO 104]




A[uQ 9s() [eRYJO 1oy

L4 00¢ 10quidndag
‘Tenplaput
3] 0 SSOUITBIUN JO ‘DIUIIUIAUOOUI “JUIWSSELIBQID ‘WY [BIUEB)ISQNS
Jaanp =o.m“w_”...mﬂu,«”“ adg ‘v ‘zd) ur J[NsaJ JYSIW Jey} SpIezey JO S)eIy} WOoLJ uopewIofuL 1Y) 303104d 03
’ Awm.l LAW -ddy) ¥4-11°00vS doa 11°00¥S god | pue uonewojul jeuosiad Jo A11nsss ay) aInsus o) sprengajes ysijqeisy 9" d®IN
Suuren .:e.ww.ﬂ (o7) v ddy "UOTIRULLIOJUI LIDJSAS 0 $S3008 }93S [duu0sIad pazuoyineun 1oAdUIYm
) a.__:_< h LAW A-11°00vs god | JeSeuewr Jqv ays pue soSeuewr wiaisAs ) A3nou Jreys [duuosiad JqV S d®N
"W9ISAS 2y}
ut Surssasoud SuiSueyd ApuesyiuSis 10 JuruuiSaq a10joq ueld Ayunoas
(19¢v) sy Jo uonejuswddwi uo paseq wiaisAs poddns [e1ouad yoes Jo asn
uc“cM”w.___Mmmnmm_H [11 xipuaddy oy Sunum Ul SOZLIOYINE [B1911J0 JUSWISeURW JBY) INSug *:S[0U0D
Om<_ - LA ‘0€1-V dINO Suimoyjoj ay1 apnjout [jeys swerdoid (£3noas) Aousfe wnwiunu e 1y y'd®IN
"A3ojouyaa) yons Joj A1inoas Surpiaoid ul pue wsAs
(1eg 3y ul pasn A30[0UYI9] UOIIBWIOJUL Y} Ul 3]qea3pajmou] [enplalpul
Anpqisuodsas V) 11 xipuaddy ue 0] WAISAS Yoea ur A3undas 1oy ANjiqisuodsar uSissy :s[onuod
Om<~ - LAW ‘0€1-V dNO Suimoijo} ay3 apnpoul |[eys sweidoid (£)1ndas) Aouade winwiuny e 1y Cd¥N
Anpqisuodsax T eel paurEIuIEUl pue
Om<_ - LA -y “aD gINO | PpauSisse 9q pInoys s30.nosal Jo asn pue Apoisnd 3y} 10§ KI1[1qeIunoddy AN
‘1 €21 -uoneudoiddesiu pue ‘asn pazuoyineun ‘ssoj ‘9Jsem
LIW -y 211D dINO 1sureSe 90UBINSSE J[qRUOSEal IPIA0Id IS S[OJUOD JUIWSEURA I'd®IN
§ "ON

1ioday uoyvpa120y pub uoDIYia) 'S [ YA-SYHAOA

Aqquo asn wYlo 104




AruQ 3s) [erYJO 104

8-d 007 Joquaidog

"LSIN Aq panss}

(Deevl aoueping M Jus3sISud 3q [[eys ueld A1Lnoas oy, "ssaoo.d Suruueid

ad b:w-“.”wﬂﬂ.hm” 11 ddy | (AT JuswaSeurw 95110831 UCITBULIOJUL 3Y3 Jo 1ied se widlsAs poddns
ue st m_.m L _ V/IN ‘0€1-V dINO [e10usF YoBa Jo AJ1noas ajenbape 10) UB|d—ue[d AIINIIS WSAS 1'dS
(dS) NV'1d ALINNDFS

‘uonB[[eISul

SMIIANY [enuuy

(H "ered) y "ddy

3} UIYILM PSUIBILOD UOLJBLLIOFUL 3Yf) 0] STBaIY} JO asiuoidwiod
JO pooyt[ayi; oy JsureSe prengajes 01 uoneuLIouI [RUOSIad palyissejoun

pue v — LA “A-11°00¥S dod s89001d Jey) SSTV JOJ P21ONPUOD 3¢ ISNLU JUSLUSSISSE YSLI [BULIO) V vy
"(ydeaZered
pajuapur
ML) Y1 plIy} ‘uonjewrioyu]
noysno.ay) Junsay aandussaq
d1poriad {smarady . s
[Enuay pus €) 111 xipuaddy
{AVISLIA - LAN ‘0€1-V dN0O ‘way) s8eurL 0} UIYE) SUONIB PUE Passasse AJ[esauas oq [[im s3SIy 1'vy
(VD SISATYNV MSII
‘(P £09-9)
4-1°00ZS doed ‘uon3dajoid papasu oy Surpiacid Jo Aem [BINUOUOID
‘(1g ‘v ddy) 1SOLL A PUE ‘SISIX yanw Moy ‘pairnbai st uoydold yonw
LA H-11°00vS aod | moy auiuuajop oy wesSoid juswadeuew ysu & 3e[d ut 3G p[noys I8y, L'd®W

1oday uoyvIPa42IY puv UoHVIYIS) ['S'T YA-SYHAOA

AquQ) as0) [PIYIO 404




A[uQ s0) [e1PYFO 104

6-4 007 toquiardag
TEOXIE0
-DL-DSON ‘(v'q
E:::BM_WJM ‘peey) I ddy ‘sprengajes AJ1noas Jo 13s pasoidde
OLV 1014 — 1IN ‘0€1-V dNO V'V © YHM d0UEPIOdOE Ul pajeIado 03 paypaIdde 3 [[eys STV Yord DV
(DV) NOLLV.LIGAIDIV
d (S¢ sadey) D "SN p) 19V uononpay
04 b—.._...n__u.m.-..ﬂ ._“ww (Taev) I ddy yromiade sy Aq pasmbai uerd A1 91391808 3Y) ojul pajeiodiodut
w—.—E -VIN s¢1deyd D SN v ‘0€1-v dINO aq [jeys suepd AJL003S Y} JO ATBWILUNS Y—1UB[d A0S WAISAS S dS
9661 A1enigaq (0€1-V renaad GWNO)
8 ‘[(7) ¢ | tenond siy yo (q)g uondas pue (G¢ Jadeyd D "S'N vy) 1V UoBINPY
uoyeiadood . dd d £ b d 3 d
0d mqisuodsau v1 111 xtpuaddy spomrade  ayy Aq paxmbai uejd Y] 9139318 3y ojul pajesodiooul
w—.:z N sgtadeyd D SN PP ‘0E1-V dNO aq [reys sueyd L1noas oy Jo Arewuns y—ueld A1Lnaag uoyeorjddy v dS
($'SSD'S
soopuaddy pue ‘SVIN'S) ‘uejd A)14no3s s WISAS Ty} Ul PayiIuapL
<<.wm uf - LA 81-008 LSIN aq [[eys WwalsAs 1Indwos B UO UNI 0] PAZLIOYINE JIBMYOS J[QRINIIXY €dS
“LSIN Aq panss1 aoueping
YI1a JUSISISUOD 3q [[eys ueld Ajunoas oy, -orelado [[im uopesijdde
soopuaddy (zqev) I ddy | oy yorym ut swoisAs [fe Jo LILN3as 3y) 1unoooe oju Suiye) ‘uonesidde
pue <<wm. e ‘0€1-V dINO Iofew yoea Jo AJUND3s sjenbape 1oy uejg—ue|d AJundas uonesiddy T dS
-y L N

1oday uOyDP2.IY puv UoYPIYIR) ST YA-SYHAOA

Aque) as) p1YJO 40,]




A[uQ 3s() [ePYJO 104

01-d 00T 10quiaidosg
“wdIsAs ay 10j suI Jo [949] a[qeidaooe
SAIIAY [enuuyY (€q¢v AU 1A SJBINSUSLITIOD 3G PINOYS MIIAI 3} Jo Aoudnbaiy pue adods
‘v dVISLIA ‘ceey) [T ddy | 9yl -s1eak 221y) £19A9 1583] 18 INQ ‘WI)SAS 91} 0} SPEU 2JE SUOBILIPOL
L € — LAN ‘0€1-V g0 WesYIuSIS UsyM WA)SAS [ord Ul S[ONUO0I AJLIND3S Y} MIIARY 1 9®d
(U72Y) SEINHINTAINOAY NOISIATYH ANV MIATATYH
SIUIAI 0}
Jorid sajep [enpe
JUIULIIIAP 0}
Jlqeun (paqLIdSIP
APyrduiod (¢1°¢q) ‘pAruawajdurt
ssadoad — LA 01°00ZS 1aod pue padoaAap sI uoileIIpaIdde dyi ysi|dwodde 0} ANPaYds v IOV
uoneNPAIIE (Arewnung (€qQeVv
-1 eS| 0ox3) 81-008 LSIN | ‘¢e¢'v) 1ddy
OLV siyL - LA ‘T€0%® 1€0-DL-DSON ‘0€1-V g0 183K 331y} 1949 JSB] Je POZLIOYINE-A1 3q [[BYS WAISAS 3y} JO 3s(] €40V
“waysAs ayp ur Suissasod
(Arewiwing ‘BqeEv SwBueyd Apueoryiudis 10 SutuuiSaq a1050q ueld AJLmd3s s) JO
29x7) 81-008 ‘pergy) [ ddy | uonejuswajdwr uo paseq uonesijdde Jofew pue wisjsAs poddns Jessudsd
OLV J1oud — LANW LSIN ‘2€0-D1-DSON ‘0€1-¥ INO | Yo®d JO 3sn oy} SunLim Ul SOZLIOYINE [BIOLJO JUSWISEUBW © Jey) Insuy (41004

140d2Y UONDIIPaIY puv UOHVPIYLBD ['S'] YA-SYHAOA

Qquo asp) (pYJO 104




A[uQ 9s) [ePYO 104

11-9 00T 1oqudndag
.AN. .oy .<v
uoneodrdde Aq cd M d . ad
UILIM A[e13ds 111 day uonjeoidde oy uryim I01ABYIG
) g0 - ,m.mE ‘0¢1-V dINO pue Jo asn SUILIOUOd SIINI JO 138 © YSI[qeIST—SI[ny uoyedddy 7Sd
‘9661 Areniqaq "WISAS
g ‘(eTECY) 3y} JO SIAST SNOLIEA 9Y} JO SPIdU Y} UO Paseq 3q [[BYsS S0 Y[,
(gow) ‘.MMMMQM (€'%) 81-008 LSIN {11 ddy “WAISAS Y} 10] JSU JO [2A3] 9[qe1da0o. 3y1 pue ‘Ul AILINd3s Jo asn Ay}
Jo somy - LAN (rz'd) 11°00¥S dod ‘0€1-v g0 SUIUI90U0D 101ABY3Q JO SIINI JO J3S B YsT{qeIsT— WSS 3t JO S|y 1'S9
(SW) WALSAS FHL A0 SATINA
MOT s
pajepino
Adardwod
M V)
sIy} 103 OSTIAC
0} pajuasaad
sjuuINIop
dVISLId ‘OSINf
0} JU3S 3q 0) p[noyYs
S3JON] IsLIPY
‘uonedqdde
0} sadueyd
[enuelsqns (e s
u.ﬂﬂmm_u N_.NuE: (Arewung ‘111 ddv “UOLEOLJILIAD JO 31EP Y 0UIS PIsdea ARy S1BIK 931y} 1O INDIO WIAISAS
ATIVLLYVA 29x9) 81-008 LSIN ‘0SI-V GNO | oy 03 saBuryd Jofew uaym pasIAdL puB Pomaladl 3q [feys sueld Ajnosg 7d®d

1oday uoPIPa2Iy pup uoyPIYRId) 'S’ T YA-SYHAOA

Aqquo asp) wfjo 104




AfuQ 3s) 1ePYJO 104

g 00 Joquiaidag
anssy
UOIBYUPIAIIIE IS
e s1 juawdanbaa
S L, "AnAnoE
UOI)B.10)S3.1 10§
INddH)) U0 S31a1
4da SYHIoda ®(7qEV ‘sanuiond uoneio)sal pue
Kyuotad awres Coperye e
sey wasAs s e V) I ddy uo1s1A01d 0TAISS SULIP [[BYS PUB SWIIISAS IS0 0} SUOIIBUUOIINUI
ur eep v — LN “(€'%) 81-008 LSIN ‘0€1-V N0 uo syiuy| sperdoidde apnjoul os[e [[eys (WISAS i Jo s[NI Y1) LSy
Qracy
‘qTeLCV)
111 ddy “WaISAS oY) 0} $3008 PaNUNUOD 10J patmbal aq [jeys Sutuien
LAN (rTd) 1100vS dod ‘0€1-V INO | 19ysal1 o1pouad pue walsAs 9y JO SI[NI Y YIIM JUASISUOD JOIABYDEH 9'SY
"so[nJ A}
®(zqeV YIIA JUDJSISUOD JOU JOTABYD] JO S90UaNDbIsU0d 3y} INoqe Jes[d 3q |[eys
‘e ev) I ddy (pue)*waISAS 3Y) 0) SSIOIE Y)IM S[ENPIAIPUL [[B JO JOIABYS] P21oadxd
LA "(€'%) 81-008 LSIN 01~V N0 pue san1[1qIsuodsal dJeaul|op A[IE3[ [[BYS WIISAS 3y} JO SN Yong §'sd
(®TqEVY)
pue (eze7V) J1 Ul UOLBULIOJUI
[ ddy ay pue uonesyjdde ay) 105 A)no3s ajenbape apraocid 0) A1essaoau se
LA (€'%) 81-008 LSIN ‘0€1-V GNO |  1usBurns se aq [[eys (sojny uonestddy pue wajsks 3y Jo sapny) YL Y
*1oNPUO? JO S3|NI ISAY) UI WAY) Urer}
Suuye) paambau ‘(rgd) puE SPI0031 JO WIAJSAS AUk JO 3ouBRUIUTRU 0 ‘UoHRIddO qudWdofaAap
_E.« .mom _ “_.M—E 11°00%S @dod “ug1sop ayj ut paAjoAUl [auuosiad go(q 10J 19MPUOd JO SN YSI[qeISH |
"ON
82in08 wewasnnbey ‘boy

Moday uoDIIPaLIIY pup UOUVIYiIZD [ 6 I ¥A-SYHAOT

Au asn Yo 10,




A[uQ 9s() [BPYJO 104

€1-9 00T Joquaidog
IWddHD 1€ Sunsy *$S300€ ap1aold Aay; yorym
aus uQ — h.mE X ‘Ko1jod SIV SHIA 0} uoreULIOJUI 2y} SE 92132p awies Y 01 pajaaloid aq [[eys SPIOMSSEJ 1'0d
(Dd) TOYLNOD QIOMSSVd
2vd ‘paanbag
paomssed .
pue qres II €21 S[enplAlpul
panss| — LA X -y 011D O P3ZLIOYINE 0] PAIWI| 3G PINOYS SPIOIAI PUB SIDINOSII 0 SSI0IY "0V
(DDV) TOULNOD SSADIV
JUSSI UOIIENPIAINE
IS &SI
JudwdaInbax sty
*Ananae dnyoeq CANRY ‘udAIS
m“.ﬂw ..-)h—oﬂ—mw%o_ﬂ ‘Teey) 1 ddy 3q [[eYS JUIAS Jipne Jo adA) Yoed 10 aInjonIs pIosas ypne pIjielep
“1aAd MOH — LAW X ‘OE1-V GINO | 2yl SB [[om Se saJy ipne Sururejurews pue Sutuiexa 10§ sainpasold ayj, £D0d
(AN ‘K)[1oe) £11n99s € Suruung
‘ceev)Inddy | usym pajjonuos aq pinoys jeys sagafiaLd pue suolzouny Jnoge suolned
WAL - AW X ‘0€1-V dNO 1u9sa1d [[eys Jojensiuupe wiAsAs JV Y} 0} PISSAIppe [enuewl 00d
‘®(zaev "JoBI91UI A3} MOY] PUE ‘3ST HIY) UO
‘zeev) I ddy sautopIng ‘g ], ay3 Aq papiaoid swisiueydsw uorda3oId Ay IqLIdSIp
OSNAS - LIN X ‘0€1-V N0 [[BYS UOLBIUSUNOOP JAsn Ul [enuew Jo “19)deyd ‘Arewnuns o[Suls y 1'D0d
(DO@ NOLLVINAWNDOd
Lida

1410doy uoyvIPaLIIY pup UONPIY ) [’ YA-SYHAOd

AqquO as) Yo 104




A[uQ 3s) [eYJO 1oy

vi-g 00T 1oquirdag

*201A10s pardniugul Suunp

KCrA N A|snonunuod paurejurew aIe suonsunj KILNES Jey) 31nsud o3 se[d ur

VVSS ‘TEEV) 1 ddy | ar suonduny dnxyoeq ajenbope jey) Jou 1 ‘pue A[qeijal uonduny sjo1nuo0d
W 400D — LAW ‘0€1-V WO A)naas Sy ey ainsud 03 padofaaap aq jsnw suejd £ousgunuoy "dD
(dD) SNV'1d ADNIONLLNOD

SIsIp

Addoy ureyurews ao ‘unumiano jo soefd ur pasn oq Aew

3ZI[yn jou SIOP Y (1'D ‘v "ddy) | Jossne8op v "ssa001d 10 weFoid 9umIaA0 paroidde ue Suisn pazniues
SYHAOA - V/N A-11°00¥S god 39 p[noYys UolBULIOJUI dALISUIS Jururejuod sysip Addoy onpusejy AN

('8 00Z-¥ “001-¥) ¥

-L'00¥Ss A°d (D v | ('109-9 “9002-2) AJUO 350 [B10LO 10 Se pasew pue pajoajord
LAW -ddv) ¥-11°00¥S deq J-1°00ZS dod 3 ISNUW UOIJBULIOJUI JAIISUSS SUIUILIUOD BIPAW WIJSAS J9indwoy) I'd
(W) VIGIW WALSAS 4A.LNdIWOD A0 NOLLISOdSId

68 “TIT 9nd SdId Ul Y1oj 1as SpJepuels ayj 1o3u [jeys a8esn piomsseq
LAN -200-dLS-2SD "promssed pue uonesyIUSP! Josn anbiun e dAey [[1m J9sN Yory ¥Od

WddHD ¢ Sunsa 68 "199101d Aay) uoneuLIOUL
MWs uQ — LAW "Ao1jod SIV SHW ~200-ALS-DSD | Jo [943] ays 03 denidordde aq [[im uonnquisip piomssed Jo porouw ], £0d
40 - LAN "Kotjod STV SHW "P3IBYS 3q JOU [[eys spiomsseq 0d

Jg

Hodoy uonpnpaidoy puv uovIYile) ['¢’| YaA-SYHAOd

AquQ) asn) o 104




A[uQ as() [eYJO 104

s1-d ¥00¢ 12quiaidag
ANSSI HONBIIPAIIIE
IS B S|
juduraambau siy g,
‘uoPNIIXI JYI A0} -ouepmg
NddHD uo a1 ‘Wzaev dod Yy 1ud1sisuod ‘uonde [e39] sjeudordde Suinsind ur Aouade
...PMM-»%MHMGWM 6'SSDS) | ‘zeev) I ddy 9Y) ISISSE P[NOYS pUE ‘UOLBUIPIO0d [SIN YNM JUIISISUOD ‘Suoneziuegio
u dyI - LAW 81-008 LSIN ‘0€1-v dWO 1oY10 yym uoliewnIojul Areys [[eys Aiiqedes (asuodsar juapiout) sty |
PTascv 'SJRAIY) pue SaUI[IGRIOUINA UOWILIOD
Lnjiqepeas (o . gy e
wsap dPH "VVSS (6'SSD’S) e EV) I ddy SuIIIEOUOD UOHBULIOJUI AIRYS 0] PUB WISAS dY3 Ul SINDI0 JUSPIDUI
W Jul - LAN 81-008 LSIN ‘0€1-V N0 | AIndas e usym siasn o3 djay apraoid oy Anjiqedes e st aioy 1ey amsug [l
(D ALI'TIEVAVD ASNOdSTH LNAAIDNI
anssI UONEIPIIIIE
IS €SI
Judwdambau siy g,
‘UONBUIULIIIP
a2
[P b d
Sa1[24 waysAs oy TeEV) I ddy sopLIoLI
‘I9AIMOH - LN “(€'%) 81-008 LSIN ‘0€1-V dNO UOLe103S31 pue UOISIA0Id 3J1AI0S SULAP |[BYS WaISAS ay) JoO sajny €dD
ansst
uonNeIIPaIIIL IS
€SI juourdainbaa
SIY L "U33plaqy
® WddHD
s cleacy
ul “ H (e
— UONBIUIWNIOP ceey) 1 ddy
Aq 1AW ‘0€1-V WO "pa3sal A jeatpouiad aq [jeys suejd LouaSunuo)) dD
Jo.x

1odoy uoyvIPaLOdY puv uoyvIYi) ['¢'[ YA-SYHAOA

AqquQO) asp) (pUJO 104




A[uQ as() [ePYJO 104

91-d 00¢ 1oquiandog
(Sd) STIONVEVITO
“(001-¥) «K1UO 350 [BIOLJO 1044, I5E0] 1e
A-L°00¥S aod ‘(109-9 (7D vy ddy) e Po30a)oLd pue padpIewW 3B UORWLIOJUI [BUOSIAd SUIBIUOD JBY) SPI0dal
LAW X | X /| ‘€0z-2) ¥-1°00zs doq A-11°00vS 4od | Jo walsAs £1049 ul SPIOIAIIRY) JINSUI 0] POYSI|qeIse 3q Ishwu sprendajes TAVIA
(TD v rddy)
Jndyno erpawr paey 11007 aod (001 (109-9 *€0Z-7) "UOLEULIOJUL 3} JO ARAISUSS
ou ‘ONOoJd - LA X[ X -¥) 4-L°00vS aod 4d-1'00Ts doa Y} 19§01 A[97RIN0IE 0) PadjIew 3q [[eYs INdINO PIYISSEIOUR JALISUIS IAVIA
(AVIN) SONDIMVI
ansst
aonEPIIIIE NIS
€ s1 juduwd.aInbaa
SIg L "u3adp.raqy
® WddHD
0] PaIENIU0D
DASAHd “UONEIINE 1O SS3008 PIZLIOYIneun ul
‘IAIMOH . . .
_ uonE uPWINIOp (€174 (1'q) v ddy [0S PIN0D JBY) SJLAIY) PALIIUSPL WIOLS P3)I330Id 2J6 SPI0AI JO WIIISAS
) Aq 1AW X -2) ¥-1°002S aod d-11°00vS aoda A12A3 U1 SPI003I 2.INSUS O} PAYSI[GEISS 3q ST SpIengayes [BdIsAyq ¢'SHd
"(paurelurRW 3q [JRYS AJLISUT BIEP “SI JRY)) UOITRIYIPOW
10 ‘uo13oNIISap ‘2INSo[OSIp (JEUONIUIUIUN IO [BUOIIUI)UL) PAZLIOYINBUN
(7°d ‘v "ddy) usA31d 01 pajdatoad aq [jeys STV oY) Aq pa[puey BIED PayISSE[dUN
LAN X Jd-11°00vS dod QADISUSS [[E PUB ‘UOLIBJUIWINIOP PUE ‘OIBMYOS ‘dIeMpIRy S[V 1'SHd
(SHd) TVHANTD
a 1

1oday uoyvIpa4ddy pup uouvIYIA) ['S'[ YA-SYHAOI

Aque) asp) PUYJO 400




A[uQ 38 [ePYIO 104

L1-9 00T Toquadag
(8'SSO'S ‘S VIN'S) Qeey
$S3208 15.41J 03 . ) .
sovxd agpagmouyde 81-008 LSIN ‘(,-D) V 1] ddy SIV 2y} Suissaooe suosiad [[B Jo spasu L1Linoas ay Joj Suturen
v.:« peaY — LA X ddy J-11°00¥S doq 0E1-V §NO | yim wesSord ssaudieme pue Suturen £11in9as e aoe[d ul 3q [eys Loy 1YL
(ML) ONINIVIL ALRINDAS
oy “Jayyeaiay) Aresiporiad pue
‘zecv) [ ddy sjoJjuoo ssedAq 03 pazuone Suraq [enplalp uk o} Joud oo [[eys
ILAN X X ‘0€1-V dINO (s1011U00 A31INd3s ssedAq 01 PaZLIOYINE S[ENPIALPUI JO) FUILIIOS YoNg ¥'Sd
‘((zqey "3sNEd PINod 4343 wLrey a3y} Jo apnjiuSews pue ysu
TEEV) I Ady | ay) yiim S1MSUIUIIOD WdISAS 3y JO S[OLIU0I AILINOIS leuonesado pue
LA X[ X ‘0S1-V N0 [e21UY99) JuedlIugIs ssedAq 03 PIZLIOYINE 21 OYMm S[EBNDIAIPUI USIDG £'Sd
‘SSIV 01 $83008
im fouuosiad |[e J0j paIUSWINOOp pue pausisse aq [[BYs S9LI0SajED
uonisod (dqv) Surssaooid eyep pajewoiny UONEIUSWINIOP IO
‘ndine ‘sjuduodwos Wa)sAs 0) $S999€ IO SUOHEZLIOYINE PUE Sa0URIBI[O
paainbag . . . .
SIUECIEIH #19-¢) arendoidde ssassod jjeys Sy Ue urejurew 1o “sjesado ‘dojaasp ugisop
I ddV — LA X J-7°00Zs aod Oy SJOJORIIUOD PUB ‘SIUBYNSUOD ‘UBL[IALO JUIWIUISAOS ‘Asen|iu [y 7'Sd
‘((za¢y ‘SWIISAS
paambau e o
SUBIEIP e ey) I ddy 3y Aq passasoid uopBULIOSUL JO [9A9] 15aYT1Y 33 YIIM S)RINSUSUILIOD
11 dAV - LA X ‘0€1-V N0 S3JUBIRA[D dARY [[BYS SWAYSAS Janduwod Surssador [dUUOSIag 1'sd
: a 1 o
0 | - | | oN

1402y uoNDIP2LOY pup UOHVIYIAD) ['C'T YA-SYHIOT

AjuQ) as) prYjo 104




A[uQ 3s) [ePYJO 104

81-9 00T 1oquisidag
@raey uaunutodde 11ay) jo sAep (9 uyim
‘QTeCVY) | ‘086 1d WD § Jo siuswalnbai sy Surpow Sururen Aindas Jandwos
$S323% )s.41j 0) ad d < d
1o11d 3SpamowyoE 111 ddy 9A19091 [[BYS UOLIRULIOJUT JANISUDS SS300.d JeY) SwdlsAs Joyndwod
pue peay — LA X ‘0€1-V dINO Jo uoyeado Jo ‘asn ‘juswaFeuew ay) 1oy s[qisuodsal ssakordwa maN 9L
INSS[ UONEIIPIINIE
IS ¥ OS[® SI SIY I,
‘Surure.y 1oy sotua
DSALW/NIIHD Q@zqev 'sanbiuyoa) 79 sjonpoid A)Lnoas “duessisse
uodn soya. ‘qTeeV) 3[qeyreae yo way) asudde pue 2p soueping WJO 3 LSIN Ynm
WA)SAS “IOAIMO L .
— uoyEuLWINIOp (8'SSD's [11 ddy 1)SISU0d 2q ‘[0€1-V GO 01 uensind pajdope] wagsks sy Jo sajnl
) Aq 1AW X ‘8'VIN'S) 81-008 LSIN 0€1-V GNO o1y} up pasiaa e s33K0]dwd Jey aunsse [[eys Suturen (£11d9s) yong SL
QToey
nQNNM<v .EOuw\Am
$$320¢ 18.11) 0)
J1oud s3pamowpe (8'SSD'S I11 ddy 31 03 $S300® WY} SUIMO[E 910J3q SaNNIqisuodsal A)noss 1oy
puE peay — LA X ‘8'VIN'S) 81-008 LSIN 0€1-V GO 114104 03 moy ut pauten Ajajeidordde aie sfenpiatpul [[e Jeys ainsug vl
@raey
‘QTeECY) | sysu pue sainpasoid pajejal -A)unoss pue [euoneiado sodoid Jo areme
$5920¢ )81 03 . .
1opd aSpapmouyoe i1 ddy 318 STV 9} SS399E Ol SU0SIAd [[B PUB ‘UISIY] ‘UOIJBULIOJUT JO/pUB
v.:« peay — LAW X ‘0€1-V N0 SIV 2ys 10 d|qisuodsas suosiad [[e Jey) ainsus [[eys wesSoud ay, £ YL
@zaev
(8'SSD'S ‘S VIN'S) QTeEY) “UOHBULIOJUI JARISUIS
$$330¢ )8.11J 0) . o
1oud 3gpapmouyoe 81-008 LSIN ‘(L-D) V 11 ddy $5900.4d yoIYMm SwasAs Jo uonelado 1o ‘asn ‘JuswoSeurw oy ur
pue peay — LI X ddy ¥-11°00vS doq ‘0€1-V N0 paajoaur suosiad [[e 1oy pasmbau st Suturen Ajunoas wasAs endwo)) UL
) 8 Fﬂ

1oday uoyPpPa.dy puv uoyPIYR) [ [ YA-SYHAOT

AquQ asy) YO 10,




A[uQ 3s() [ePYJO 104

61-d 007 Toquoidog
‘suonedjdug
aamm
<M_._MWE 9 ,_2_” Wwa "$108S3301S 113Y3 10 [-0F1 dNd SdId Pue [-9% Nd
“I9AIMOY — V/N $°00Zs-D aod Sdld u prepue)s uondAioug ejeq Yy} 0} WLIOJUOD YIIYm SIINPOIJ & ¢OIS
‘suoneddul
VVdIH
.anny 3q Aew
219 “TIAIMOH
h<|amm—ﬂzhﬂr0mrﬁﬁ ‘&) :9]qereae suondo ay) Jo Swos aJe SUIMO[[0] JYy) ‘AIBSSa00U S8
ANON $007s-D dod (uond£1oud) saInseaw £11IN99s [EUOLIPPE SIIEIIPUL SISA[RUR YSLI € J I'DIS
(O1S) SINAWANINOFY DASWOD NOLLVIWIOINI FALLISNAS
Bupures “Buyaniq 9y Jo agep 2y, D ‘FuydLq Y} JO JUNUOD dY,
4283 )& paainbax . e o
JRuSpIMOmPY I q ‘pajoLIq uosiad ay Jo swreu 3y, ‘& :Jusuodwio)) oY) £q paureiurews
- IIN ddv o¢1-v g9NO 3q [[eys Sumo[[oy 3t Sapnjour YoM Jururel} A}Ino3s Jo pIoddl y 6" 4L
“passaooid uonewLIoful JO AJIADISUIS UO Paseq
aq [feys 3ururel 1oysaial Jo Aouanbayy 5y] UOIRWLIOJUL SAINISUSS
sqasn jre jo (oacn:
paamba. roysaag. (8'SSD°S ssa001d yowym swiaisAs 1ayndwos o uoyesadosesnuswageuew
m«===< - LA ‘§'VIN'S) 81-008 LSIN 0¢1-vV dINO Y} ut paAjoAul suosiad 1oy painbay st Surures 10YsaLaI J1poLIdg 8L
InSSI UONBIPIIIIE
IS v os[e
S sIy L, ‘Suruie.)
10} somn )
10 ST LI ‘INddHD “UOTJBWLIOJUL DALJISUIS
uodn sagjaa 3im S[B3P Yo1yam uonisod mou € 10Jud A3y) USYM JO ‘sainpasoud
WISAS “1IAIMOY . . .
— uonE)UBWINIOp (8'SSD’S 111 10 JUSWIUOIIAUD AJLINJIS uoleULIOjUl Y] UT d5uryd JuedyiuSis
) £q LA ‘8VIN'S) 81-008 LSIN | ddv o¢1-v GO B SI 210y} JoAsUdYM suosIad Joj painbar st Suturen Suinunuo)) LML
; ‘ON

140doy uoyvIPa4OY puv uouPIYRL) IS YA-SYHAOT

A asp) o 40,4




AluQ 3s) [epYjO 104

0z-d 00T 20quiaidog
(WIA) INFWADVNVIN INIAIONI ANV ALITIEVIANTOA
JNSSt UOIIBIPIAIIE
s € sl S[00}
judwdambaa siy, jJuswsFeuew UOTIRINSJUOD FIOMIOU puk ‘SISA[eue ysi Juswsfeuew
"SAI 10} U3ap.Iaqy 19sn ‘sisAJeue JIpne ‘SISA[BUE YI0MIOU ‘UOTJO0}OP UOISNIIUL ‘SLIS[E puB
m“ucw_,.__mhw_m«w 00 1NS SULIO)IUOW SW-[83] 2INSUS 0] SAINPad0Id pue S[00] JO SSIUIANIILID
SYHAOI - ,S.—E ‘W-1°01$8 dod pue AJ1[Iqe[IBAR 3Y) BT [EAd PUE AJI1I3)—UO1}03}9(] UOISNIUf 1'agd
(@g®) ASNTITA AYVANNOE FAVIONA
.Aw.N.D.m.<
Sreev) "LSIN Wwoly 22ueping 1jjim 30Uepiodoe
VVSS ul 111 ddy PUB WOISAS 3Y) JO SINI Y] Y31Mm JUS)SISUOD dIB YOIm PIYSI[QRISS
passaIppy — LAN ‘0E1-V 9INO | 39 [[BYS S[O1IUOD ‘PIZLIOYINE ST (SWIIISAS 19YJ0 YIIM) UOLIIUUOD JIDYM LIS
.AM.N.Q.M.<
nw.N.m. m.<v
VVSS Uy 1 ddy "SWAYSAS Jay30 yim Sunoouuos o) Joud ‘WaisAs ayj 0 Jsu Jo
pPassaIppy — ,_.m:L ‘0€1-V N0 Joue)daooe ay) uodn paseq ‘uonezLIOYINE JUAWAFEUBL USHLIM UIRIQO I'LIS
(LIS) NOILDANNODHA LNI WALSAS
‘suoneddulg
<o¢.\_ﬁ_m.w~—=u“._._w“.“ ‘Wwa ‘(syonpoxd 1 ad£]) uoreLIOFUI PAJISSE[D JO UOISSIWSURI] 3Y) JOJ VSN
IDAIMOH — V/N $°00ZS-D dod 3y} Aq parosdde fersrew Suikay pue juswdinbe Fuisn ‘wondLioug £DIS
"oN

10day uoyDIPaIOIY puv UOYPIYL) [ [ YA-SYHAOU

Aque) asp) (pUYJO 104




A[uQ 3s() [ePYJO 104

Ic-4

00¢ Toquadog

‘00 [0f ‘N-1°0168

‘parudwnoop Apadoad are Qv ue

Jo1d1a0a1 a3 S0uls wISAS UorBLLIOJUI Y} 0} SATUBYD AUE 18] d1BpPI[RA
OS[€ [[IM SMIIAJL OIpoLad o], "WdISAS UOIBULIOJUT 3} 10] OV Ue
J01d1a031 a3 90uIS paonponul USSq SBY WISISAS UOIBULIOFUL Y} 03 YSLI

SHIN MM:MQ.“\_,%“ goq puesg 93d AJLMO3s MaU OU 2UINSUD 0] SMIIAJI dIpoLiad A1Lndas wasks o3 1afqns
[enuuy — AW ‘oy'00zs dod 3q [[BYS WI)SAS UOHBULIOJU[—SMIIATY JIPOLID AIINIAS WISAS 'IIA

"Karjod

AILINO3s 3 S9DI0JUI pUB SBIPAUT A[DJEINDOR WAJSAS UOIIBULIOJUL

UE JO QINIO9JIYDIR PUR S3INJRSJ AILINJIS SY) JEY) OUSPIUOD JO 2INSEIW

‘00 INf “IN-1°01S8 B YIIM Yy 94 apiaotd J[im uonelipaiooy 'splengajes A1Lnoos

ss9901d V1) god puesg 23d J0 195 paaoidde-yy( & yum ouepioode ul pajesado 01 paypassoe
dVOSLIA - LA ‘0v°00ZS aea 3q [[eys wWasAs uoneruLIojul yorgd—(QLY) 3tesadQ 03 [eaciddy CIA

paudwusjdwi Suraq are WaIsAS uoRULIOJUI 3Y) Jo samsod

AJLINd3s ay) 0] JUdWIdUBYUD I[IYm Kofdop 0} WIsAS uonBuULIOJUI

‘00 Inf “I-1°01S8 3yl Mo[|B [[m QL V] YL ‘spiengajes L1Lnoss Jo 1as pasordde-yy(q

“UOPEIYILII O LV aod pue,e 93 | B Yim aduepIodde ul (QLV]) Aerdo of, jeaoiddy wojuf pue pajueld
ue SISIYL — V/N ‘0r'00ZS aoea 9q Aew WdsAs uonewoju—(QLVT) 21e1dQ o, [eaorddy wiisjuy TNIA

"Ao1j0d £)1Moas 9y} SI010JUS PUE SIRIPSW A[21eINdoe

W3ISAS UOHRULIOJUL UB JO SINJOJ)IYDIE PUE SAIMEd) L3LIND3S Ay}

00 Inf ‘IN-1°01S8 | B3 S0UIPLUOD JO SINSBAW B YNM V(T 913 9p1aoid [[im uoneypaiody

ssav0ud v dod pueig 2g ‘sprengajes A1Lnoas Jo 195 pasosdde-yy (] B yiim 90uepIodde
dVIOSLId - LA ‘0F°002S doq | ut pajerado 01 palipaldde 3q [[BYS W)SAS UOHBULIOJUI YoB{—30URINSSY I"WIA
SURUWNIOD e2hog "bey

10day UOUDIP21IdY pub UOHVIYILDD ST YA-SYHAOT

Aquo as) pUYJO 10,7




A[uQ as) [eRYO 104

g 00T Ioquiaidag

*Ao110d A1LIND3S 3YY) SIOIOJUS PUE SIIBIPSW A[IIBINOIE WISAS
UONEWIOJUL UB JO 3INIOAMYDIR PUR $3INJBSJ A1LINJIS YY) JEY) ADUIPLUD

‘00 Inf ‘W-1"01S8 Jo aunseaw e Yiim Yy Y1 ap1aoid [[im uonepalddy ‘sprengojes
uone}paINIE
31 B St daod pue/g 99q A311023s 30 195 parosdde-yy (] & yiim 0ouepiodoe ui pajesado
VD SIYL — ,_.H-L X X ‘0°00ZS aod 0] PAJIPAIIVE 3 [[BYS WISAS UOIBULIOJUI YOBT—UONBHPIIIY-3Y STIA
ojiLia 1 .

10d2y uoDIPaIOdY pub UOUDIYIIZ) ['C'] YA-SYHAOT

Ay asp) U0 10,4




AuQ a3s() [ePYJO 104

co-g 007 Ioquiardag
JuswWSRURIA] JUSPIOU] pue A)[IqeIounA IA
Lmunuo) 00
[ouuosIod ad
[BJUSWUOIIAUY PUB [BISAYJ Ad
asusjo( Arepunog sae[ouyg a4
juswuoriAug 3unndwo)) pue sar[oug L|
UoIeONUAYINY PUB UOTJEIIJIUIP] VI
uonem3guo)) 2 udiso( AILNdAg oda

:pusda] seary 109[qng [01U0) VI
(a1qeonddy 10N = VN ‘uoneaissqQ
= 0 I89L = L ‘M3IAdI JUoWNoo( = (I ‘MIIAIU] = [ Juswonnbar yoes 10j sso001d MOIASI S} SOYHUSPI ULWIN[OD MIIAJI JL)

'S[01u0d (V) 9oueInssy uoneuLofu] I1 (JVIN) £108912) 9oueINSSY UOISSIA POIJISSE[OUN SADISUIS 7°00s8 [0 Suisn padoppasp
sem d1qe) (NLY) Xuje Ajiqeasel], sjuowolnbay] Suimofjoy ay) ‘Mojje (V2p)) UOHBIPIIOOE pue UOneoynIed oyl poddns o

XLV ALI'TISVAD VAL SINAINTIINO A
STOYULNOD VI QAIAISSVTONN TAALLISNAS II DVIA ‘T°00S8 1d0d

10day uouDIP222Y puUv UOYPIYYAID ['C'T YA-SYHAOA

Aqu() asry (pfJO 10,



A[uQ 3s() [ePYQ 104

vz-d £007 Toquisydag
Suipiing
Aeaedas uy udpIIQY JE X
PI)S0Y JIAIIS JuBpUNPIL
y3noye ‘paynuapi ‘SUOLIOUN] [BIJUISSI SSAUISNq T ‘yoeny
SI 3JIS djeULd)E JO UOISSIW [[B JO UOIIR10)Sa1 3 sjuudd ‘v '[oug ‘€0 994 uoneuSisa(
ON — LA LON Tey) pPaYLIUSPE SI IS eI3)[E Uy 9 2°00s8 1d0d S AU Y -SV0D Anpqereay
Anupuo)

uoneIAlIqqY eaxy j23lgng
UOTIRIAI (Y AUIE N [0.0U07)
[84A9T [o.nU0))

:IoquInyN [0Uo)) Y] UE JO SIUSs[q

1oday uoyvIpa.OIY pup UoUDIYLY ['C'] YA-SYHAOT

Aque) asp) (o 104



AluQ 3s0 BRYIO 104

s-d ¥00¢ 1oquiaidog
3JIs-JJ0 pasowt
3( JIAIIS JuBpPUNPIL
PIPURWWO0A O LYV
SNOTAIJ ‘JUIAI J[3uls &
Ul PIL0ISIP AIE SIIAIIS
Juepunpat Y} J1 dSIrIL
st uondwinsaa (30} (-soueydaooe ued
Jey) JUIULIIFP Jouued pue ‘suejd A19A0931 123)seSIp AJ1[198)
$a31s euade o) "ueld ‘sue(d Aouadunuos wasAs ‘suerd
3Y) jo uoneyudwdunl AJI9A0321 SSaUISNq SpN[oUl SaINPadoId
Y} Yim pIYse) K10A0521 I2JSESI(]) "UOHIBANOR
SI INdAdHD “13A9M0H SINOY {7 UIYIM SUOIOUNJ [B1JUISSD 7 yoeny
‘VVSS Ul JO00D ssauIsngq 10 uoissiut Jo uondumsar ayy ‘v '1oug ‘co qod Suluuepd £19A009y
— LINW ATIVILIVd 1o sapraoad yey) sis1xa ueyd Jaysesip v 9 ‘C’00s8 1dod pue Jaisesi(q ¢-ddod Apiqejreay
“[2A9]
Aupenuapyuod pue £1089)ed souLINSSE
UOISSILU SJI YIIM 30UBPIOOIE Ul BIEP
ay jo uond3joid spioje eyl UOHEOO] T yoeny
IddHD B JE 3)IS-JJO PAIOIS 2B BIPAU AI9A0I31 ‘v Toud ‘€0 99 S2INpadold
1 Sunsay s uQ — LIN pue ‘A]tep pouuopiad st dnyoeq ereq 9 ‘2°00s8 1a°d dn-yoeg ereQ -4doo Anjiqejeay
anssI uoneIPIIIIE
IS © ST [0.43T0D ST ], "2IBMJOS WNSAS
‘URPRQVY D) WAdHD PalR[RI-A1LIN3as JoYjo pue ‘siafidwod
) Aq payudwdjduutr si ‘S9[qe) JOINOI SB YINS ‘DIemlJos
AIBM)JOS pue dqemp.aey PUB ‘QIemuLIl) ‘OIeMpPIBY UOIJRI0ISI
Jo uondno.d ‘raramoy pue dnxyoeq oy Jo uonoajold T ey S198SY
{VVSS 3y} ul passaappe [eo1uy29) pue [esisAyd ajenidosdde ‘v oug ‘€0 qoq UoNBI0ISIY pue
Ie SaINpIdoId — LA 3y ainsse aoejd ur aie sAINPId0I] 9°7°00s8 T@ed | dnyoeg Jo uonoajoid 140D Anpiqejreay
MOT g
v # ,
yunte) | N | waue) v VRS VI

AquQ) asy) 11O 10,

1oday uonDIIpa.OY puv uoyLIYRLI) ['¢'T YA-SYHAOA



A[uQ s [ePYJO 104

97-d $00C 1Pqudag
1S JeUII)E UE
INOPIA "UdPIQY @)
WddHD Aq paruswapdu
$2.INP3d0AJ YVSS Ul -aIn[1ej uodn Ajajerpasuruy T Yseny
PISSAIPPE DULUINUIBIA L X ¥T puodsai 0} djqeieae s| ¥ 1oud ‘€0 9o
=LA ATIVILLAVd s19sse || £y 10} poddns aourusjuiejy 9 ‘T°00s8 Idog | woddng ssueusjurey Z-SINOD ANiqe[reay
*(samonnseayur
uRP.RQY @ WddHD JeotsAyd ‘suonestununuod

Aq pa)dnpuod aq

01 S2anp3d0.ad L13A033.4
JO UoNNIIXI {YVYSS

u1 JOOD ‘Arond
JWIES 3q 03 PIUIIIP
suonpuny - LA

‘suonjedijdde pue ejep ‘sad1AI9S Paseq
~1o1ndwios “3°9) suonouny [ERUISSd
ssauisnq o uoissiux Suntoddns sjasse
I1e yum Suore Suruueld uone1oIsas
Ajuonid 10J pay1Iuapl d1e SUOTIUNJ
[BI1USSI SSAUISN PUB UOISSLIA]

T yoeny
‘¥ "[oud ‘€0 994
9 ‘7°00s8 1ded

suonoun, [eLUISST
Jo uonesynuapy

¢-4400

Anpigepreay

d00D 3epdn

0} A1essadau 3up)sa)

1SE] W04 PIULBI] SUOSSI|
10 say13ads apraoad

0} 3[qeun Qd ‘VVvSS ul
papnpul JOOD "dO0D
ay3 jo Su1jsay a0y s )
uo SAPI Yd SYHIOA
‘URPIQY @ NWAJHD
0} pajaenuo) — LAN

"A|fenuue pasioiaxs e sue(d £19A0001
Jassesip Jo suonelado Jo A3nunuod Yy,

T Yoeny
‘b "1oud ‘€0 924
9 ‘7°00s8 1qod

S[Iuq pue
S3SIIAXH Pa[NpaYos

[-qd0d

Anpqejreay

Suipuy 7-SVOD A

03Ul PISIdW SI Jf JoW Jou
S1 [0.13U0D SIY} Y3noyy
'VVSS Ul paynuapl

s AEWIN[E ON — V/N

aus Arewnid 9y 03 JuafeAInba sainsesw
Ajumoas sapiaoad agis sjeuId)e
ay3 1B asU9JAp AJBpPUNOQ JAB[OUF

T yoeny
‘v "[oud ‘€0 994
9 ‘7008 Ided

asuajog
Arepunog aae[ousg

[-d400

Aniqejreay

MOT sl

L

13, jeymo) Vi |

wsy je1jue) Vi

#
o) vi

s v

Aque) asp) o 104

140d2y uoyv1IPaL03Yy puv uoLIYILE) '’ YA-SYHAOT




AuQ 3s() [BIYIO 104

Lcd

¥00¢ Toquiaidog

[N EHETE O R
WLIBA .10 JOY djBUId)[E
UE JNOYIIM PIA[OSII

3¢ Jouued Jnq ‘dunss|
UOT)B)IPAIIIE IS B S|
[0.13u0) s1y I, -djqissoduty
st saqeds jo yjiqejieae
ydnoay) say pg

Ul IJIAIIS JO UONIEA0)SIL
{[nJ jo 3ueaend

3018 JJBUII)|E Uk
MOYNA ‘UIIPIAQY @)
WddHD £q parudwdjdusy
SAIMpadodd SVVSS ul
PISSIPPR RURUIUIBIA

—LAN ATIVILIVd

"2Jn|1ef JO SInoy ¢
UIYIIM PaUIR)qo 9q UBD S1aSSe [ [ A9
105 sued areds pue saleds ssueudutey

T yoeny
‘v 1dud ‘€0 934
9 ‘7008 Idod

sued pue saredg

1-dSOD

ANqige[reay

‘INSSI UONENPAIIOE

IS € S| [0.1)U0)

SIL "VVSS Ul papnpul
dOOD "uRpRQy @
NWddHD 0} papenuo)) -
uoneIUAWNIOP Aq LA

*sJojeIouag Kouagiows yjim pajdnod
Ajddns 1omod paydnugjuiun ue apnjour
Aew SIy, "s39sse | [ £33 03 Jamod
pajdnuia)uiun 1o SNONUIIUOD MO[[e

0] paIn3Yuod are SWIISAS (B2

T yoeny
v '1oug ‘€0 qod
9 ‘70058 Iaod

Ajddng 1omog

¢-SdOD

Anpiqepeay

-daond

A pagrau ySpy NS
ULIBAM .10 J0Y JjeU.I3)[E
UE JNOYIIM PIAOSALE

3q Jouued jnq ‘anssi
UONBIPIAIIIE IS B SI
[0.3u0d siy J, djqissoduut
S1 dueuNUILW
y3noay) say ¢z

Ul IIIAIIS JO UO)BA0)SIL
1INy Jo 3uearend

Z <

3], jo13u0)) VI

BN JonU0) VI

jqne) v

1oday uouDNpa.dy puv uoupIYira) ['S’1 YaA-SYHIOA

Aqque) asp) PIYJO 40,]



A[uQ 91 [ePYIO 104

8C-d $00¢ 1oqusidag
19npo1d pay1I0-ySN
UI13)s4S ue 10 (9[qe[IeAR UdYM) U0} AILINDIS
Iy} 10§ JudwrdInbaa 3IempJey pue SIJEIYILII § IO ¢ SSB[D T YNy
€ J0u SUNj0) I31d god ay Suisn paysydwodoe ‘v 1oud ‘g0 99 SpIepuels
ng ‘Pid PARS- LI S1 uolyesnuayne pue UOHEIIUIP] 9 70058 1AOd | 27EOYIL) pUE UNO], ¢-SLVI Anigayug
e |
a1eand sJasn 3t} 399301d JBY) SUN O]
K11INO3S dIBMPIRY PUR SOJEOIJILIAD
¥ SSE1D 10 ¢ sse[D) [ d goq Suisn
paINQLISIP pue pajjo13uod ‘paonpoid
wA)SAs d1e SA93 OLIIPWIWASY "$9ssavold pue
s1y) 10) o wi paaimbaa A3ojouyoa) JuswoSeuew £33 paroidde T yoeny
134 10U SUN 0} AJLINIIS -VSN Suisn pajnqLisip pue pajjosuod ‘b '[ouy ‘€0 99
‘IIAIMOH — LA ‘posnpoud ai1e SAY SLPWWAS 9 ‘T°00S8 [ded uawageuey A3 T-INIVI Augau

UOHEINUIYINY PUE UOHEIIUIP]

ANSSI uoHBNPAIE

NS € SI [01]U0d

SIY L, “udIPLQY @
WdJdHD 4q pauswajduy

-s0e|d ur Ind u9aq saey sanpaooid
Sunedumu sreudoidde pue pajuswmnoop
3Je AJOA0D21 PIISII} B NIQIYUT UBD

Je1) SIOUBISWUNDILY) “JOUUBW I[qRLJLIdA

‘ PUE 2IN23S B UL JUOP SI AI9A0031 ‘T YoRNY
S2.Inpadosd YVSS ut o - ‘
PAPUPU 400D —LAN J2Y) 2UNSUD 0} ISIXI SAINJEJ WSS ¥ [oud ‘€0 9od
: [e21UY593) pue saInpa20Id 194009y 9 ‘T°00S8 1aedq K19A009y paisni], [-4LOD Anjiqepeay
‘a1emyjos Jeuonerado
paedo0d 3y} yam Pajed0]|0d J0U ISIMIIYI0
j0u {Laeaqy D 10 JSUIBIUOD pajel 11J © Ul PaIOJS ‘T ydseny
Od LIV ¢ paurejurew JJB 21BM]JOS [EONLID I3)O PUB W)SAS ‘v ]oud ‘€0 9o MS BN
Adod auo 3883 IV — LA Sunesado ayj Jo sardoo dn-yorg 9 ‘T°00$8 1aed Jo sardoy dnyoeg I-MS0D Aniqe[reay
<~ddod
R B #
mme) | N 3L enue) vi neg aWBN joumo) V1 | IO VI MAS V1

QqquO asp pfJo 104

oday uonviIpa423y puv uonwIY3) ¢ [ YA-SYHAOA




A[uQ 3s() [ePYJO 104

6c-d $00T 1oquvydog
{UONBUIULIdJIP DUBIBID PAJIOJUS puUe PaYSI|qEISI AIE S[OIIU0D
pue siseq mouy 03 SS300Y 'S[OJJUOJ SSIIDE PASE(-3]0I 10
Padu uo [eroadde dnoas AIBUONRISIP Aq PISIOJUS PUB JISUMQO
suppiom SYHAOA uoLeWLIOJU] 31} AQ PIYSI|qeISI SI
J3)ye AJuo panssi vy MOLDI-0J-PIIN “MOU-0]-PIJU IIsN pue ‘G Yoy
‘paainbau paomssed pue uonedIJISSE[d s1 Y1oq £q PIUILLIS)Sp ‘b 1ou ‘€0 994 Mouy
pHas() anbun — LW St uonewLIouL (@o( [[& 03 $S300Y 970058 1qOd | -01-PIIN 10§ SO0V I-NVOd | Anenuspguo)

P-01 SdIH urare
asn 119y Surpredas soueping pue sapoo

Anuno) (ARG 15 (IS utol
*89) y10q SEB PaYNIUIPI JIE S[EUOHIBU
uS1310J OS[E 9B OYM SI0JOBNUO))

‘(puewuo))
uelequIo) ‘ON'T ‘Bl[RNSNY “90( Uyor
10 JJe1§ Jutof “y9-f “Ioppenuo) ‘yuug
uyor “3°3) s300[q amjeusis pajewoine

- pue (<[l AwIe@n IS uyol>
wop3ury pajup) ‘Yuug

uyof 10 <[l Awre®)no yuus-ugol>
1010B1U0)) ‘YIuS

uyof “g9) saweu Aeydsip [rew-o

Iasn (qo( - {((MrAue@yn yius ugol
10 [lurAure@no yws-uyol

“30) sassaippe

[lew-3 13sn (JO(] - :Ul 3pod A1unod
1830818UD-0M] 113(]} JO UOTSN[DUL Ay}
Aq paynuapi ae sfeuceu ugiaIo) |8
pue 110, UOLIBIAJIQQE 3Y) JO UOISN[OUI
3Y1 AQ paynUIPI 1B SI0JOBIUOD

[Ie ‘uonewIOuUl Pa[OU0d JO

'S yoeny
‘v 1oud ‘€0 o4

VIN | X 2InSO[3sIp JuandApeur Juasaid djay o, 9 ‘T°00$8 Iaod Kerdsiq uonei[yyy 1-avod Aurenuspyuo)
Judwuo.nAuy Sunnduro)) pue daepuy

4 #
mmwe) | N L e v aneg RAEN jo4N0]) VI | j0H0) V] NG Vi

AjuQ) asp) 1Yl 404

140day uouDPaIIY puv UOUPIYIZ) ['¢'T YA-SYHAOT




A[uQ 3s() [ePYJO 104

o¢-4d 007 Joquiaidag

‘gl Jasn ® Bupsipyor[q Jo Surydo[g

- 'sidwane uo30] Jo JoqUNU JAISSIOXI
woy Fun|nsas ssad9e JO [BIUd(]

- 'SUOSO[ [NJSSIIONSUN PUE [NJSSIOING
- "JUBAJ JO JIN[IBJ IO SSIIING

- "JUdAQ Jo odA [ - JUAAD I JO Swy

pue aje(] - 'sajlJ AILINIIS SSI29R 0] 'S yoeny
INddHD s)durane [nysseooNsuUN pue [nyssanong ‘v Pud ‘€0 994 UANUO))
¥e 3upsa) xS uQ — LI X - Q1 49S() - :pNJoUI SPI0d3I IPNY 9 ‘T°00s8 1aod pioody upny | z-4vOd | Auenuspyuo)
.w:O_uo.mw:m.S

JIpne ul papiodal are sydwasye

SS900® P3[Ie] [[@ PUE UOTIBULIOJUL
MOUY-0}-P33U 0] SS3DIE {|y "MmOU)
-0]-Pa3u Pajepi[eA 10 PIJeJISUOWIP

B IOUII3 9ABY pUR I0}BdUIYINE
[enpIAIpul ue Jussald jsnw srasn
pazLIoyINy “1S3I9)Ul JO AJUNWTUOD
pazLoyIne ue 0] AJuo s|qejieA. spew
SI Jey} UOLBULIOJUI MOUN-03-Paau 0}
§S9008 PajoLlsIY (£) -UoIIoBSURI] JIpNE
Ue Ul papI0d3i SI $S300Y “I0JEdIUIYINE
[enprArput ue jo uonejuasaid sy uodn
s13sn pazuioyine qo( [I& 0} djqe[reae
Jpeuw si Jey} UOIJBULIOJUT 0} SS3I0E
pa[jonuo) () "uondesueln ypne

ue 2u1nbai jou sa0p $5390Y 'sSA00E
JIOMIQU [IIM SI3SN pazLioyine (o [[8
0} 9[qe[IBAR SPEUU S JEY) UOIIRULIOJUT
[etouad 0 ssaooe uadQ (1) :sseooe

JO S[2AQ] JounsIp 921 1583 Je apiaoid
0] PoZIUBSIO JJB SIJISGIM PIIJISSB[oUNn
PUB “dA1ISUIS ‘PAISSED [RUIAUL [[V
“PIYISSB[OUN 10 ‘DANISUSS ‘PIIJISSE]D

vad Jayjoym ‘sa)Isqom [BUIDIUL PUB SWISAS
J10 yvS Aq pajudwdjduns 91 padjIoMISU IO PaIRYS [[B 10}
v #
wwawme) I N[O LAl 1

131, eHue)) V1 uaney FRUEN jo.NHO) VI | j02300)) V] ANARg Vi

140day uouvIPa1IY pub UoDIYiLE) 'S | YA-SYHAOT

AU asy) [0121fJO) 10.]



A[uQ asq) [enyYyO 104

€€ 00T 1oquisydog
“JUIIUOD BIRP UI d3UBYD
1se] 34} JO 3)ep pUE S} JO payrou
Qe SI9S(] 'SIUIAI AIJLINO3S WI)SAS uodn
Apdreipawi Jo Ajesipouad pamaraal
are 1Y) s30] UONOBSURI) U PIPIOIAI
aIe elep oY) 0] Sa5uBYD pUE SSIOY
‘[ouuosiad pazuoyine £q A[uo pagueyd T Yoy
NWddHD pue Passadde S elep Jey) UnNsud ‘v '1oud ‘€0 994
38 Bunsa) ans uQ — LA X 01 1SIX3 SWSIUBYIIW [01UOD SSIDOY 9 ‘T°00S8 1aod vIR( 01 SaSuey)) -anod Kugaug
"Pa13)ap 31k SUOIIB[OIA Y SNOLISS
J1 wioisAs oy ajqesip Ajjesnewoine
01 Ly1jiqeded ojqeingiyuoo
1asn & yim pue ‘suonesydur
V1 renusiod yum A11anoe ajeudosddeur
JINSS| UONEBIPIIIIE Jo [ensnun Aue Jo [uuosiad
IS €SI [0.1)U0D ua[e A[ajeipawiw] 03 A)jiqedes
SIY, *1I3]€ djeipaurury ay) ynm pakodap st Lirjiqedes AL R iAY Suipoday pue
10 WddHD uodn uolEBaId 1k JIpne pue SuLIO}IUOL ‘v Iouyg ‘€0 qad | sisAjeuy ‘Sunonuop
SR SYHAOA — LAW X ul{-uo SNONURUOD ‘pajeLIoINE Uy 9 ‘T°00s8 1d°d ‘[rRLL BpNY ¢Lvod Aoy
(S 1'vA “T00$8 1d°Q) 'sanpadold ] waysAs
s[reaaid [a49] soySiy UOoIBULIOJUI (JO( W) J0UBPIODIE
3y ‘A [enuspyuod pue ut papodar pue pazAjeue ale sarorjod
AwBayur yoq sog paumbos | V| V|V VI JO SUOIRJOIA Pajaadsng “Alianoe
SL[oNuoY) V] ue Uaym N| NI N [ensnun o s1eudoiddeur jo suonedipur G yoeny Suioday pue
10J pamalAal A[1e[n8ai a1e sa0Inos ‘v [oug ‘€0 9o | SisA[euy ‘SuLiojluoy
CLvDd 99§ S[qE[IeAE [[B WOy Spl0odal |len) 11pny 9 ‘T°00S8 Idod ‘[FRIL NpNY [-LVDd Augaug
“WAYSAs ay1 Aq pajjonuod
spaengajyes a1e3au Jo ‘ssedAq ‘AJipowr
YF1w 1eY) SONIANDY - "UOIHIE I} 10]
uoseal ay) pue 3od $sI30€ 10 [BUILLIS)
v : « # :
‘o) I NJO G L X391, o)) vi aimog A@EN 080 VI | 0UR0) V] ANALS V1

AquQ) aspy 1o1fJo 410

1oday uouDIpa.2OY puv UL 'S’ T YA-SYHAOT



A[uQ 3s) [ePYJO 104

g 700 Joquadog
‘OASAHJ 10) dABPUI UIBWIOP PUB ‘SAUD)IMS ‘SI9INOI SB Yons
dunsoy uAIPIIqY $39sse JudWdFRURW JIOMIAU JO] puB T yoeny
@ WddHD uodn sajjal suonesidde Jofew 10j pakojdap are ‘b ]oug ‘€0 94
dd SHHIOdA — LN SWa)SAS UON0)3P UOISIIUT PAseq-)SOH 9 ‘7'0058 1a°ed SAI pased 1S0H 1-d1od Augayu)
*aouepms ayesedas ur passalppe
aI1e SAIBJIAIUI PO[{OIIUOY) “SHIOMISU
10 swd)sAs (Jog-uou pue (JO(J U3aMIdq
10 S[9A3] SUONBILISSE[D JUIIIYJIP
1e Sunesado swaisAs uonRULIOJUL
do( Suowe suoIoaUu0IINUI 10§
paimbai s1 958JI9)Ul PI[[ONUOI Y S|
*OH SYHAOd SS3008 MOUY-0)-PIdu JUIISLIP YIIm Inq
YIIM IBLIDIUT [BUIIU] ‘uoneoljisse]d awes ay) je Supelado
*SIIBLIAUI [EULII)XD SwalsAs uoprewLIoful (Joq Sunoauuod 'S yorny SaAE[OUF pue
10 SUOYJIAUUOILI)UY 10J WISIUBYDOW V] JUDIDIENS ‘v 1ouq ‘€0 9o4 | swalsAg o Suowwe
ON-V/N | X B 3JB SJONUO0I $SI08 AIBUO1I0I0SL(] 9 ‘T°00S8 Iaoed SUOOIUUOIINU] 1-0109 ANrenuapyuo)d)
‘Sjud[eAInbd
[ea1uyd3) Jo ‘Surrewinof uonoesuel)
pue yoeq-||o1 vonoesuel) juawafdu
(swaysAs Surssaooud uondesues T Yoeny
dnyoeq Anieq -soed ‘swi3)sAs JuswaSeurw aseqe)ep ‘v 1oug ‘€0 994 sjonuo))
ur uR)sAs dmypeg — LA ¢89) Swa)sAs paseq-uondBsURI], 9 ‘2°00S8 1gog aduey) el 1-Dana K1u8ajuy
(z-4sda
osje 93S) Aydei3oidLs paryniao
-LSIN Suisn payd£1ous are yromiau ' Yoy (nsuea], ur
UOJBULIOJUT JAISUIS SSI[AIIM IO [BIOISWIWOD B YFnoIy) ‘v ]oug ‘€0 99 | BeQ) AN[ENUIPUO))
Ife 10J 1SS — LA PanNLUSUR BIEP JANISUIS ‘PAJISSE[OU[) 9 ‘T°00S8 Iaed Joy uondKioug 1-1o0d Anjenuapyuo)
JIUMO UONBULIOJU] "UOTJRULIOJUT SAT)ISUDS palols jdA1oud S yoeny (soy e
Aq paJinbau jou 03 pasn st Aydes303dA1o payniao-I SIN ‘b oug ‘€0 93 | BrQ@) ANBRUIPYUO))
uondALnw dneIs — v/N | X JoUMO UOTJBULIOJUI 9} AQ paimbai Jj 9 ‘T°00s8 Idod JoJ uondArouy 14004 Aenuapyuo)
y #
juamme)) | N XL jenus v1 Naueg sy jonue) v | 1eue) vi NVABS VI

Aquo) asp) w1flo 104

10day uouv P13y puv UOYPIYI) ['C’T YA-SYHAOT




A[uQ 3s0) [ePYJO 104

ee-d

¥00¢ 1oquidydog

WddHD
e 3unsd) MIs uQ — LAN

0] PajL| SI syunodde pagajiald Jo aspy
'sIosn pagaiaLid 0] paniuin] s1 S3UNOOOE
padapiand o1 ssaooy |, a8ay1and jse),,

pue sannp jo uoneredss jo sajdound
3y} 90103u9 saInpadoid ssa00Y

S yoeny
¥ '[oud ‘€0 9o
9 ‘T°00s8 1d°d

agap1ALId IS8T

1-dT1O0d

Anenuapyuo)

NWddHD
e 3ur3sa) s uQ - LAN

"SuoIssas uogoj Jo Jequunu

ay) jonuos o) Aqiqedes e sapiaocid
WdISAS I} ‘(] 19sn Y98 JOf SUOISSIS
uo3o}-a[dnnur 10§ SMO[[e W)SAS

Ay J1 pakojdwa s1 wsAs [01U0D
Ae[ap-own ® - “paytuf st poirad usaig
' ul sydwaye $59998 JO Joquunu ayj -
-sydwiane uogo| [nyssaoonsun ajdnnw
191J€ PIIUIP SI $S3208 - :FUIMO[|0})
ay Jo aiow 10 duo Juisn pajjoL3U0d
are sydwaye uogo| aAIssadoNg

'S "yorny
‘v 1oud ‘€0 994
9 ‘T°00$8 1dod

uogo|

1-O01043

Aijenuapyuo)

dd SYHIoa
ur Al ON — V/N

‘uonouny

[BIS1JJO pue pazuoyine ue uuojlad o}
daepuw Jo uonesrdde S1v o e £q
PaIn3uod 9Je JBY) SIDIAISS [A[[ opnjoul
10U S30P SIYJ, :9J0N "AIBpUNOq dAB[OUD
ays1 Je paydoIq st dyyen uidessow
juejsul 3d1A19s s1qnd punoqino pue
punoqul yjog "sw2isAS uoljBuLIOjul
aod uiyim panqryoad st sapiaosd
9014135 21[qnd © yim JoBIIUI JRY] pUB
1380 pua Aq pain3yuods Ajjuapuadapul
are jey) syual[d> Surdessows juejsul

woyy pue 03 s13ye Surdessaw Jueisu]

T Yoeny
‘v “1oug ‘€0 994
9 ‘2°00s8 [d°d

Sui3essay Juejsu[

[-INIDH

Kudaug

JINSSI UONEBYPIIIIE
IS € SI [0.1)U0D
SIYJ, SAI Surpnpui

(SN(Q) SJ9AIaS dureu

JuRBWO))

zZ <

Lt o < |

113}, jonue) vi

Jaaneg

JWEN jo.n80) Vi

pnue) vi

NVjAIS VI

Aqqu asy) (w0 104

110d2y uouDIPa12OY pup uouvIYia) ['S'I YA-SYHAOA



A[uQ asq [ePYIO 104

ve-d

$007 Toquoidag

00 SN WIISAS — LA

[01U0D 9D]AIP FIOMIU JANDAYJD UY

9 ‘7008 Idod

901A3(] YIOMIIN

C-aNDOd

Kudayug

NddHD
e 3unsay S uQ — LAN

*SanI[IqeIaunA

pue sjealy) SUIAJOAD A[JUBISUOD
1sureSe soueInsse azenbope apiaoad
0] anunuod sanijiqedes vy swasks
3] JeYy) AINSUD 0) papuajul ST Supsa],
*Pa1onpuod pue ‘panpayds ‘pauuerd
s1 soon0e1d W[ O(T JAYI0 10 VA V]
aod ayi se yons sainpaooid uoeSniwu
Ajpiqesauina [Je ym soueijdwod
a1nsus 0) Sunsa) uonenouad

sy10ads 105 sapiaoid pue Suniojuow
yidop-ut ‘paounouueun ‘o1pouad
sopnjout ey} Sul)sa) IOUBLLIOUIO.)

S "Yoeny
‘v "1oud ‘€0 994
9 ‘70058 Id°d

Sunsa],
pue SuLIojIuo
92UBWLIOJUOD)

1-LNOd

Anenuapyuo)

0Nod - LIN

"SUOTIONIISUL UoHNQLISIP

Jo ‘Suijpuey ‘uorBUNUISSIP [e1dads
Aue pue ‘ojqesijdde J1 ‘[oAd] A)1AnISUIS
10 UONBOYISSEO 3Y] 309]Ja1 A[1e3]0
s[aqe| pue subpEN "Y1°002S O St
yons ‘syuanoop dssuepind pue Asrjod
ur paurejuod Suldqe| pue Sunjew

J10J syudwaimbal [e yim Ajdwoo
asesjas o1qnd 10j paroidde jou s1

Tey) JeuLiof 1o wiioy Aue ui ejep Aejdsip
10 ‘isuen ‘ssa201d ‘010s TRy} SWISAS
uonewLIOJUI (JO( PUB UOIBULIOJU]

'S ‘yoeny
‘b ]oug ‘€0 904
9 ‘7°00S8 1aod

Suijaqe]
pue Sunjrey

I-TNOH

Aenuapyuo)

‘uolIRZLIOYINE

MOUY-0]-Pasu PUE JOUBIEI[D AJLINIIS
sjeudoldde ue o3 uonIppe ul SI [0NUOD
siyJ, -suonouny pagaiaud-uou [e

10J s)unosse paga[iaLd-uou asn s1asn
pagapiand ‘st jeys ‘suopouny pagajiaud

jEanme)

Z <

1I3, jo13u0) V]

JWEN [onu07) V]

onue) vi

Pjass vl

AquQ) asp) [PYJO 4104]

10day uovIIPaLOY puv uoyvIYI) 'S’ T Yq-SYHAOI



AuQ as] [BRYJO 104

se-d

00T 1oquuaidog

JON - LI LON

01 sagaianid sounuesSoid uonesiddy

9 ‘T°00s8 1dod

apo)) uononpoid

¢-0dod

Aidayug

WddHD
1% 3unsay AIS uQ — AN

‘sjuswiugisse

3701 padoiaud syoesy NV QUL
‘(uoneLSIUIUPE GoM ‘UOLJBNSIUIUIPE
aseqejep ‘uoljersiuUpe

WdSAS YIomIau “quawafeuriu

A3 “8-9) sojo1 ojur sagaqiaud yromiou
pue WIsAS [[e S9ZIues1o Jey) SWaYos
$59958 PISEq-9]0l B Y)IM IDUBPIOIOE
Ul PAISISIUIWIPE PUE PIYSI[qRISD

3Je sjunovde 1asn pagapiand ||y

T yoeny
v 19U ‘€0 9od
9 ‘T°00s8 1dod

[onuo)
U023y padaiALg

1-VdOd

K13y

[9A3] UOIEINJISSE[D
aures je eyep
A SYHAOA IV — V/IN

‘(Anenuapyuod 10y uondAroud) 1509
0] uonIppe ui st siyj "Aydeidord£is
PAY1Ia0-LSIN YA ‘Wnuiiui e

18 ‘padAIoud SI “SUOSBAI MOUY-0}-Padu
1oy pajeredas aq s yo1yMm Ing ‘[9A9]
UOIEDIJISSBIO JLlEs I} I JIomIou

B ySnoIy) Jsues) Ul UOIJBULIOJU]

S yoeny
¥ ]oud ‘€0 904
9 ‘7°00S8 1dod

MOUY-0],
-paaN Joj uondAioug

[-2INDH

Anenuapyuo)

anssi

UON)BNPIIIIE IS B ST
[0-1)u0d SIYL, ‘sd.Anpado.ad
pue 3unsdy qusmdmba
DASAHd pue dremprey
10 UIPIQY @ WAdHD

Pa1sa) Ajjesrporrad

a1e sjonuoo aguey)) "pasiwoidwod

10U 3B S[OJIUOD IJIAIP HIOMIU

3y} Jey 2Insud 01 d9e[d u1 a1e saunseaw
[eS1UL03] J2Y30 10 UPNY "VAV] <32
‘suonn[os pajoalp Jo uoneudwddur
10J ssa%01d paimyonas e pue ‘safy
uonesijdde pue wa)sAs Jo uonaap
WOJJ uo1109304d UOIIBIUSWINDOP WIAISAS
pUE ‘550238 AN[1IN WAISAS ‘SSI008

3P0 92INOS UO SUOIIOLISAI (saINpadold
KI5A0331 pUE 1JB)S3J 10} SUOLonIsul
:sapnjoul pue pajuswafdur st (S[[emaILy
‘sayalIms ‘s1ainoa “§-a) weidoid

T Yorny
‘b "1oud ‘€0 994

s[o1u0))

jaswinio))

Z -

jx3 1 sue) yi

3aaneg

RuwN (8] Vi

#
janue) vi

VjaRg Vi

140d2Y UONDIIPILOIY pUD UONDILILIE) ['C' T ¥T-SHHAOT

AqquQ) asy) [p1IJO 404]



A[uQ 3s() [ePYJO 104

9¢-d 00T 1oquardsg
pue gD)) patdjiey) 1udA3.d 01 2oe|d U1 a1e Juowdo[aAap v [oud ‘€0 9o | a8uey) yuswdojaaag
€Sty OdLIY — LAN 31eMm1JOS 10] S|ONJU0D dFULY) 9 ‘2’0058 1aod SIemyos ¢-asod Augayug
-pardde
u23q aaey saping uonejuawajdur T yoeny douerdwo)
1o uonem3yuod AIIn33s (o] ‘v Toud ‘€0 9o uonein3yuo)
1AW [Ie ‘suonestjdde g1y pue saae[oug 1o4 9‘7°0058 1d°d Amoag 1-080d Anjigejreay
“I1BaA
[ 1SB3] J8 10J PauleIal dIe SPI0dAI JIpne
ASIMIBYIQ 'SIBAA G 10J pauleIal die
J834 U0 PIdXI pue SPI0d3I JIpne uay) (JAV'S) 9ouaSijjaiur S Yorny
‘QUYIPUL IE SPAOIIL SPOYIAW PUE S32INOS SUIBIUOD ‘v '19ud ‘€0 qod uonuAlIY
npny TIVS ON — LA wiatsAs uoneuLtojur o ays J1 9 ‘T°00s8 1a°d P03y npny [-4¥0d Aoy
SP10231 JIpNe Wolj T yoeny
NWddHD uoyeausg 1odal 10] pue sp1odal Jipne ‘v '1oug ‘€0 924 uonesouan) Hodayy
e Supsay s uQ — LA JO M31A31 31} 10J S[qE[IBAR JE S[00], 9°7°00$8 Idod | Pue uoponpay pny 1-0dD4 Augajug
"193[qo JouLI0y
Ay} woly BJep [BNPISAI OU A[aInjosqe
SI 319 [, "WIJSAS Ay} 0 Jorq PIsLs[dl
u23q sey Jey) 199(qo ue 03 $83008
sure3qo jey) 193[qns Kue o} s[qe[ieae
st suoroe s303fqns 1oud v Aq paonpoid
‘uonjewIoyul Jo suonejuasaidal
pardAoua Surpnjour ‘uoryeuLIoyur
ON 's193[qo pasnun jo [ood s,uio)sAs
PIRPP 3y} wiolJ 123[gns & 03 uoKEOO[[BII IO
B)BP Jenpisad {pajeniug ‘uoneoole ‘yuawudisse [enrut o) Joud 'S yoeny
SI UOISSas MIu ‘jJoSo| PAY0A3I 31e 193[q0 UB UIYIIM PIUTBIUOD ‘v '19ud ‘€0 994
pue uo3o1 .2V — V/N UOIBULIOJUL 31} O3 suOLjZLIOYINE ||y 9 ‘T°00$8 1aed [04U0T) 30M0say 1-0¥D4 Aenuapiyuo)
syuow ‘SYIUOW ¢ AISAS POMIIADI PUE PA)ILI] T yoeny
31Y) L1943 PIMIIAAL aIe e1ep pue 9pod uondnpoid aueyd ‘v '1oud ‘€0 994 sjonuo) aguey)
b4 #
o) |+ N 13 j003u0) V] RNunosy UV jo1U0]) V] | 00 V] AAdIs VI

AquQ) asp) 1o 104

podoy uouPIPaL2OY puv UOULIYIIDD) IS T YA-SYHAOT



A[uQ 3sn) [ePYJO 104

Led

00T Toquieydog

NddHD
e 3unsa) s uQ — LA

‘(spouueyo

UOLIBDTUNUILLIOD 113A02 10 paydAIoud
“-8°9) UOISSIS UOTIBIIUNWIOD

© Jo uryoe(iy syj 3usaaid 10 39319p

0} pue (s1a1oweted A3n23s pue sjaqe|
Buipnjour) uorEULIOJUI PSPIUSUBL)

1[e Jo A1u3ajul oY) ainsse o3 doe|d

Ut 3J€ SWSIUBYIIN (SDYD) SA02Yo
Kouepunpai 51949 pue syoa3yo Aed
se yons ‘sajy Surono pue Jurwodsui
Ioj pajuswalduir dse suonnjos
pado[aAap wolsno pue ‘SLOO ‘SLOD
Jo swstueydsw AuSaut 2y} 01 spedal
yaim sadnoead Sunourius poon

T Yoeny
‘v 1Pud ‘€0 G34
9 ‘70058 1a°d

sjonuo) Ajugajuy
UOISSTIUSURL],

[AARPOL]

Ki8aug

"61°007S-S 2An0211Q

o 03 Surpioaoe pajuawdfduur ¢ yoeny
paainbau u39q dAeY suonjeuewd Juisiwoidwos ‘b oud ‘g0 994
ou ISAdINAL-V/N | X 1surege 309101d 03 SAINSBIN 9 ‘7°'00S8 1dod sjoquo)) 1sadwa ], 1-0L04 Aenuapyuo)
‘paypne
Bulaq waIsAs oY) uey) BIPIL IO WSISAS " yoeny
NWddHD JUSIQYIP B 0JUO A|YooM UBY]) SSI| ‘v Toud ‘0 9o
e 3upsa) s uQ — LANW j0u dn payorq aIe SPI02aI JIpne Y|, 9 ‘T°'00S8 1ded dnxypeg [reif, ypny 1-91.09 Kudayug
‘paruswajdur Appodoud are
pue [puuossad pazuoyine Aq paIndaxs
dIe sa8ueYD JBY} INSSE 0) SAINJBI]
WaISAS [eO1UYd3} pue sisanbar aueyd
uoneosijdde jo [eaoidde pue maiaar
Od.LIA 9 pajesduu g apnjdut sjonuod dduey)) "pajuswayduwit
SYHAOJ 3duls sagueyd 8uraq wouy sweidoid o3 suoyesyIpow
oN ssddouad JINIAD Jo sweaSoid pazuoyneun 7 yoeny sjonuo))
i ; #
mamnmo’y | N 2l jenue) yi Rinog IWEN joE0) V] | jeuue) Vi NVABS V]

Aqquo as) wLfJo 104

140day uouPHPaIdy pup uoyVIYiL) ['¢'I YA-SYHAOA



AuQ as() [ePYIO 104

8¢-d 00T 1oquaidag
01 193[qns a1e Aay) 3ey) WAy}
SutuIogut SJUSLIIRIS APN[OUI 0} SIOLOU
Aumoas pue Aoeand sjeudoidde
uogoj yim papiaoid are pue ‘wsAs S YNy
Je pafe(dsip aae sIduueq UOIJBULIOJUT JUSWUISAOL) ® SULISIUD ‘v 1ud ‘€0 994
Sunwrem — LA X{X aIe A3y JeY) pausem dJe SIasn [y 9 ‘7°00S8 [dod a8essojy Sulurep I-IANMDA ANenuapyuo)
anss|
HOIEIIPAIIIE I)IS € S§I
lo13u0d sty 1, "uonddjoud
qans judwdjduy
0} URPIQY @ NWddHD
pue s LJA uodn saijaa ‘sajepdn onjewojne
Ud SHAOJ “12Aasmoy Joj Aupiqedes e sapnjour jey) uonossjoid 7 Yoeny
fVVSS ul passaippe snuiA Juaws(dwi sas1a9p Sunndwod ‘v 1oug ‘€0 qod
uondoad snaip — LA | X 3[1qOW puB SUOLIBISHIOM ‘SIDAIIS [[Y 9 ‘7°00S8 1aoed uo1193)01d SIIIA 1-dADd ANIqe[reAy
"uondUN] [BISJO PUB PIZLIOYINe
ue wuoyiad 01 9Ar[OUS J0 uopesijdde
SIV dod © Aq pain3yuos aJe Jey)
SIVIAIIS JIOA IPN|dUL JOU SIOP SIY ],
:210N 'AIBpUNOQ SAB[OUD 3} JB PIYO0[q
S1 ouJRI) d] 19A0 9910A paingyuod
A|[enpIAIpUl pUnogiNO pue punoqul
ylog "SwiaIsAs uonewuoyul qoq
urim panqryoad si asn feuossad 105
slasn pus Aq pain3yuos Apuspuadapul
aIe yey) spuaLd Auoyda[ay ‘T Yorny
uoneddde dI UONEISYIOM WOIJ PUE 0} dLjjel) ‘v '1oud ‘€0 994
MPUIJIOAON - V/N | X (dIOA) 1090101 13UIBIU] JIAO IIOA 9 ‘70058 1@od d] 19A0 3010 1"1IAD4 Aniqejreay
‘UOI3[3P JO uonEdyIpow T yoeny
WddHD ‘53098 pozuoyyneun JsureSe pajoarord ‘v oud ‘€0 924 uora0ld
e usa) xS uQ ~ LANW X 3Je S[IeJ} JIpnE JO SIUdIU0D Y], 9 ‘T°00$8 1god [ied], upny [-d1Dd Au8aqug
v #
jmamuio) | N £L 33}, enuo)) v unog AuEN jou0) Vi | jonue) vi NG vl
MIAY

Aqque) asp) (pLlO 104

10doy uoUDHPa.IY pup UONDIYILA) ['¢'T YA-SUYHAOI




A[uQ as() [ePYJO 104

6¢-d

00T Joquandag

SIY [, "9Sudjop Augpunoq
J10J S LIN pPue uddp.raqy
® WddHD uodn

SAPI YA SYHAOA
JIAIMOY ‘VVSS

3y} ul passa.Ippy - LA

ur syuiod A3 Je pue SILIBPUNOQ JAB[OUD
[eUIUL IO PAIAAR] B YI0M)IU BIIR
apIm 3Y) 0] AIepUNOq AB[OUD 3Y) JE
pakojdap a1e (SQ]) swaisAs uonsap
UOISTLIUI YIOMIIU PUE S[[emallj Ipn|oul
0] SWSIUBYDIL ISUIJOp Alepunogy

S yorRy
¥ '[oud ‘€0 9924
9 ‘T°00s8 1dod

asuaje(q Arepunog

caddad

Aifenuapyuo)

asuajaq Arepunog IAepPuUg

UOHBUIILIIIP

U0 paseq paysijqelsd
slunodse Yd SYHIOA
Aq paUTWLIAIP ¢ MOUD]-0}
-pIaN U0 $$3DV — LA

‘pajeanseap Apdword are pajeunuia)
10 ‘papuadsns ‘aAnoeu] se pareudisop
SIUNOJ0E [ENPIAIPUI JEY} PUB SHIOMIOU
pue ‘suonesijdde ‘suonejsyiom o}
$5300® UIeS UBD SIISN PIzZLIOYINE A[uo
o)) 21nsud 03 pajuswdfdur st ssasoud
Juswafeurwl JUNOJIE dAIsuIYaIdwIod v

S yoeny
b '1oud ‘€0 904
9 ‘70058 1dod

[03U0)) JUNODIY

1-OVVI

Anenuspyuo)

SSIPRIIM
ou SULIu0d NAdHD
e 3u1sal s uQ —-v/N

"S19SN pua

Aq painSyuos Apuapuadopur jou 2ue
saniiqedes Sunjiomiou pue Sunndwos
SSO[31I A\ "SI9sn pud 03 anssi 0} Jouid
suoneinSyuod 1o ‘sguiyes ‘sjnejop
K100 SuiBueyo £q pajqesip AjjeuLiou
aIe §19sse ] o Pa1oauuodidiul

ur pappaquud AJeuwsdiul saniiqedes
Sunndwos ssaonm pasnupn) (1DDF
0S[e 99S) "pansst se ‘Aorjod ssajonm
aod Ym 3duepi039€ ul pajudwadfdu
3Je SIIIAJP IIU0IIIS 3[qenod Ioyjo 1o
‘sauoyd te[nj[oo ‘s1ondwod playpuey
‘(sv@ad) swessisse [en3ip [euosiod
‘sdojde| ‘suoneisyiom wolyy saniqedes
Sunjiomiou pue Sunndwos ssajaIIpm

T Yony
‘¥ ']oug ‘€0 994
9 ‘T°00S8 Ided

SuppiomiaN pue
Sunndwo) ssa[arrpm

[-NMO4

Aiqejreay

‘Sunipne pue SupI0221 “SuLIo}IUOW

Juwmme)

Z"ﬂ:

MY

PR enue) vi

IWEN (430 V]

10nueD Vi

NIABS VI

AquO) as) PO 404

140day uolvIIPaI2y pup uouvIY3) [’ YA-SYHAOd



A[uQ 3s() [6PYJO 104

ov-d

IWddHD
Je Suns9y s uQ - LAN

$S3298 JJ0UIdY “ZN( © Ul 19AI3S
SS909E 9J0WaI B Sk yons ‘quiod [o1nuod
$59508 paSeuew & y3no1y) pajeIpaw

SI ‘559998 JIOMI[J) APN|IUI 0} ‘SWIAISAS
uorRULIOJUl (O 0} SS908 oWl ||V

'S yIENy
¥ [oud ‘€0 934
9 ‘T°00$8 Iaod

suonouny 13sn
10J SS900Y J)OWIY

[feq) yipne ut

Pap1033Y “payudurdjduii
NdA "SS3098 3)0urd.
Sey Jojel)siurupe
wIsAs AuQ — LAN

‘UOISSas 2]0Wa A1943 10] S0] 3y}
SMIIAI OV I/INVI oY} PUE “PapI0dal

SI UOISSIS 230WAI 283 JO [IBJ) JIpne
9191dwios v "pajqeus spowr Sunyooiq
1M NdA ®B Se 4ans ‘sainseatu
Aunoos Kojdwd suoissas ‘1-Ngd

0] UOKIPPE U] "P3J[01Iu0d A|IoLIS

s1 pue ‘spoau [euonelado Jurjjoduiod
10y AJuo papiuuad si ‘pagernodsip si
suonouny pagajianid 10J $53998 JOWRY

'S yoeny
‘b 1oud ‘€0 904
9 ‘T’00S8 Idod

suonoun,j pagofiaLg
10J $5390Y 210WAY

007 12quaideg
1-ndgd | Anjenuspyuo)
[-ddgd | Anenuapyuo)

(ZIW() 2U0Z pazLIe)IWAp & dImbal
SHIOMIAU BIIB IPIM [RIDIIUWILUOD

S yoeny

1o s1[qnd J2Yy30 10 JPUIIU] BY) puE ‘b 1oud ‘€0 934 uorIIUUo))
WddHD 38 ZINd — LA SIAB[OUS (JO( U33MI3q SUONO3UUOCT) 9 ‘T00s8 1a°d NV 2Nqnd I-mdgd | Anjenuspyuo)
INSS| WOBIPIAIIIE IS
& ST [01)H0D SIY ], "S3[n.1 ‘sassavosd
uonIUUd 10 NddHD Teaoidde pue sajni uonddUUO T Yorny
o SHPI WISAS — aod paysiqelss yim juerjdwod ‘& '1oud ‘€0 9o
uopeIMIWNIOP Aq LA SI WdIsAS uoneulIojul qod syl 9 ‘7°00$8 1Idoed S9Ny UOIIIUUO)) 1-4094d Anjiqejreay
‘SUBAW [BIIUYDI)
Io [eoisAyd Aq swaisAs uoneuLIOfUT
od Jay1o wioj paje[os! aIe pue
9AB[OUD 3Y} JO [0JIUOS PUB JusWaTeUBW
ay Jopun are Jey) sjutod ssadoe
Inss| UONEIIPIIIIE 1ouIay] ysnodyy paixoid st ssaode
3)IS & SI [0.3U0) JPWU [V "pasnbai se iomiou 3y
#
L jenue]) vi Rumeg | - IWEN jONE) V] | j013N0) V] ARARS V]

Aqqu) asn) (p1YJo 104

10day uouDIpa.Ody puv uovIYire) IS’ I Ya-SYHAOd




ATuQ 3s() [ePYJO 104

Iv-d

#00¢ 1oquaydag

NWddHD
je Sunsay ays uQ — LA

‘s1o119] ased Jaddn Jo x1w 1930€IRYD

- DAIISUIS ISED B ‘Wnuwui 8

Je ‘are spiomssed ‘Ioy1UAPI [ENPIAIPUL
ay se @[ uoSo] e SurzijlIn SWNSAS IO
"plomssed pue (] uido[ 1asn 10 udo}
anbiun ® “§-9) 19ynuap1 [enpIAIpur

ue Jo uoneiuasaid ay) ySnoayy paured
SI $S9908 WIA)SAS uoneULIOJUI o

"§ yoeny
‘b joug €0 924
97008 1d°Q

uonRINUAYINY
pue UoNEBIUIP]
[enpiAIpu]

[-VIVI

Aienuspyuo)

WddHD
e 8unsay s uQ — LA

(vva)

Luoyny Suiaoiddy pareuSisacq ayd
Aq pasoadde Apiorjdxa uasq sey [3d
dod 2y uo paseq jou s10jednuIYINe
dnou3 jo asn Auy ‘10jednIUIYINE
[ENPIAIPUL UE Y}Im Uonoun(uod

ur K[uo pasn 3q Aew SSIOIB JIOMISU

1o uoneotjdde 10} si01ednUYINE dnoin

'S "yoeny
‘P PUd ‘€0 904
9 ‘70058 Idea

uonEOIUAYNY pUE
uonesynuap] dnoin

I-VOVI

Anenuapyuo)

HONEINUIYINY PUE UOHIEIYNUIP]

NddHD
Je 3unsdy s uQ — LA

(SAI) swAsAS uoI3IIp oISl
3}I0Mmiau 01 J[qISIA SLoyjen NdA [V

T yoeny
v Toud ‘€0 904
9 ‘70058 1dea

s[onuo) NdA

[-OA8H

Apqejreay

‘pajaaroxd

st (zaquunu duoyda[a) uorPIUU0d
dn-feip ‘ssaippe 1ouiau] “§-9)
SWISIUBLOIW $$3908 oWl Fuipredas
uonjeuLioju] -Suryoods jsureSe
uonosdjoid Suons Jagjo 1ey) asoy

0] Pa1dLISAL A1k S1ojednUAYINY LD
Ul PAYSI[qBISI SSIUISNGOJ Y} SPIIIXI
Jo sfenbo uond£1oua [9A3] UOISSIS

3Y], "u0ISsas A} Jo AN[BIUIPLUOD

EIO))

z <

ay 199101d 01 uondAIoud sasn shkem[e

%Ay pnue) vi

N jenno) vi

oau0) Vi

N8 Y1

AqquO asn) wLlo 104

140d2y UOUDNP2L29Y pub UOPIYILIDD ['S'] YA-SYHAOT




A[uQ as() [ePYIO 104

-4 £00T oquiardag

'satorjod ALnoos [ouuosiad o yim

RNueaed 35UBPIOOIE Ul UOHIBZLIOYINE SSIIIR ' yoeny
I1 dAV paJinbau aaey 10 Pass2001d a1 UOIBULIOJUI JATYISUIS ‘b '1oug ‘€0 qad uoljewIoyu]
isnu s.aasn [V - LI X 0} ss309e Suumbai sfenpiaipu] 9 ‘7°00S8 [aod 0] SS300Y 1-SVid Aenuspyuo)

[Puuos.Idg

‘uoIssnsuel) Joj pue a3esols JoJ

yroq pardAioua axe spiomssed "sKoy
UoKouUNy Uo PAIOoIS 10 s)dLIOS $53098

ur pappaquuo jJou a1e £3y) pue ‘pareys
j0U 2IB A3} {Passador UOLIBIIOJUL
3y JO AJIADISUSS JO UOLIBDIJISSE[d

Y} Y)m deInsuswiwod pajaioid ase
s105e0UAINY "PaSuBYS JO PIAOWAL
aIe spiromssed pue s(J| Josn-prepue;s
10 J[nejop ‘195 AI0J0B) |y "9SnaJ
promssed judaaid o) pue spiomssed
Jo uopendxs oneWOoINE 3210JUD

03 pajuswiajdr d1e SWSIUBYdIW
wysAs ‘ynwrad sanijiqeded walsAs
U1X23 Y] 03 ‘A[Jeuomppy “Ajoyine
uonensigal pareudisop € 210J9q
uosiad ut auop st pue ‘1osiatadns

e Aq uonezuoyne sapnjoul pJomssed
PUE (J] J9SN B 9A19021 0} UolERNSISY
-a1qissod jJua)xa ayj 0} promssed

oy Juswadwr sanijiqedes indur vyep
powI] YIim swd)sAs [earjoe)pakojdeg
‘paIeald si piomssed mou €

uaym pagueByd 9q ISNW SIS}ORIBYD JNOJ
1589[ 1V "(jzpSedws “8§-9) yoes Jo auo
Jsea] Je Surpnpoul ‘siajoeeyd [Boads

PUE ‘SI3qUINU ‘S19J33] ISBD 19MO]

»al pnee) vl Naneg ameN joue) i | [0080) Vi NNARS Vi

Z <
=)
b=
a
-

juamumo)

1oday uoyDIIpa.29y pup uoupIYA) 6" YA-SYHAOT

AqquO) asp) o 104



A[uQ 38 [ePYIO 104

€v-d ¥00¢ Toqueldog
01 SIS 10 WAdJHD uodn sueyd paje|al -y] |[e ul s3jo1 paqLiosaxd
SANPIAJ SHHIOA 11913 Yyjtm uonezLIeljite) apnjout
‘J9AIMOY “J3sn 01 ‘saniiqisuodsal y] paudisse aay)}
£q pagpajmomyde aq wroyrad 03 uonezuel ey pue Sulures)
Isnu gupure.a) $13)Jeaidy) 9A12931 [ouu0sIad [Je ‘1oyyeaIay) ‘¢ yoeny
I83A §OBd puk ‘ssadde Aqpeorpousad pue earre uodn jey) ‘v ]oud ‘€0 qod Sururel], dsueINSSY
03 Jonad Supures, — LA 2Insud 03 pajuswajdu st wesdoxd y 9 ‘T°00§8 1dod UOJBULLIOJU] [-NL¥d Ay1gaug
*$S900® JO UOIIPUOD € SI S9[NI 3Y) JO
1uowR3pamouwde paudis -aouerjdwod
-UOU IO IOIABYIq JUIISISUOIUL
Jo saouanbasuod sy apnjour
saftu ayJ, aoeqd ur sy [puuosiad [fe jo
Jo1ARYaq pajoadxa pue sanijiqisuodsar Kotjod
V1 91eaur[op A|1e3[d pue WISAS ‘T yoeny as() 21qeidadoy
VVSS uopeuLIOjul (qo(J Y3 Jo suonerado ‘v '1oud ‘€0 994 10 J01ABY2H
AP Ul OA — LN VI 2y} 2qLIOS3P ey} S3[NL JO 135 Y 9 °7°00s8 1aed Jo sa[ny A1unodg [-dddd Aujiqejreay

vaa

10 VS Aq uoneyudwdduri
pue ‘dno.ad

Supjiom jo eaoadde

“JOUMO UOIJBULIOJUT
ays £q pays1qeIss se uonnqLusip
Pa1oL11S31 1O SAINSEIW Uo[9a101d

[eroads y3im UOIBULIOFUI 0] $S3208
pajuesd are (Y-2°00CS qoq W pautjno
sjuowanba uorzeSnsaAul punoldyoeq

Ananisuas uonisod ] “8°9) v
Andas [ouuosiad [[e AJsnes oym pue
SANNP JUSWIUIIACD) [BIOIJJO PauSisse
Aq PaleLISUOWIIP SI Tey) MOUY-01-Padul

S yoeny
‘b [oug ‘€0 994

UOHBWIOJU] MOUY

sa1mbax ss3dy — LA PI[EA B 3ABY O S[ENpIAIPUI AJUQ 9 ‘C°00S8 1aod -0)-P3aN 03 SSII0Y 1-3NUd Anenusapyuo)
“paruswnoop si [puuosiad
JOUBUUIBW PIZLIOYINE JO IS

SIIUBILID 3y} pue uonezUoYNE SUIUILINAP Jof 'S yoeny
11 daV Puuossd sassao0id oy, ‘Jouuosiad pazuoyjne ‘b 1oud ‘€0 994 [ouuosIad
RuewdWE\ — LAN £q AJuo pawioy1ad SI 30UBUIUIBIA 9 ‘7’008 1dod J0UBUIUIRIA 1-dIAd Aifenuapyuo))
N . #
o)) | N 1x3] ou0)) Vi . Aoy AweN jenue) Vi | [onue) vi NJARS V1

Aqquo) asn) pUYJO 104

p4odoy uoypypPas22y puv uoyvIYira) 'S’ YA-SYHAOd




ATuQ 28] [ePYIO 104

vv-4

$00¢ Joquiidag

3Y) 1€ INSSI UONEIPIIIIE
IS © SI [043U0) SIY ],
*AJLINIJS UON)B)ISHA0M

10} SA.LIA 993 uodn safpa.
Ud SHHAOJ 1949M0Y
fV'VSS Y} uf passaippe
$gIUE 2.IN93S B Ul pIsnoy

SIAd SYHIO0A — LAN

‘uoeuLIojUI 9Y) Sulpeas

WwoJJ S[enpIAIPUI PIZLIOYINBUN Jojop

01 pauonisod a1 WI0J d[qepea-ueuny
Ul UCIJBLUIOJUL JATJISUIS JO PIJISSLD
ndino 1o Keydsip jey) sa31A9(Q

S "Yoeny
‘b "joug ‘€0 924
9 ‘70058 1d°d

uondaosouf eleq

[-Idad | An[enuspguo)

*Arepunoq uonepIIdde
IPISING dIEMpICH
*311qnd 0} pasedjaa

4 'SAALI(] prey Jondwo) qoq
payisse[oup) jo uomisodsig, :303lqns
‘100T ‘v 2unf pajep WNPUBIOWSA
(1€0)ASV pue J-1°00Ts dod

0} Bu1p10298 95U Jo Judweda
3y} JO SPISINO pasedjas Fulaq 210Jaq
PIZUIUBS PUB PAIED|D I BIBP IAIISUIS
Suiurejuos e1paw sjqepeas-sulydew

S yoeny
‘b “1oug ‘€0 924

Swzniueg

jou erpow dmypeg - v/N | X pue quawdinba ‘sjuswnoop |y 9 “T°00s8 1ded pue SuLeay) 1-SD4d K)[enuapyuo)
Jnss| UONEYPIIIIE
IS E S| [0.QU0D
SIY [, *3SU3Jap Arepunoq *3SBD[al 10 PaJBd[O U3q
J10J S LI pue udapIaqy J0U SBY| JBY) UOIBWLIOJUI PAIJISSB[OUN
® WddHD uodn 10 UOJBULIOJUT AT)ISUIS SSa00.1d
S3IRI Md SYHAOA yeys sanioey Sunndwod o) ssadoe ‘G Yoy
JIAIMOY (Y VSS [ea1sAyd pajuels ore mouy-03-pasu ‘b 1oud ‘€0 9o sani|Ioe]
) ul passIppy - LAN | X ' 3im duuosiad pazuoyine A[uQ 9 ‘7'00S8 Ided | Sunndwoy 01 ssa00y 1-404d Anjenuapyuo)
[EIUIUIUOAIAUT PUE [BAUSAUJ
anssi
UONEIPIIIIE IS € SI *AIOA0DDI I3]SBSIP 10
[013U03 SIY ], “Suluie) jo dO0D pue judwdFeuew uoneInFiyuod
$P.10331 I[1dwod pue )s3) ‘asuodsai Juaprour se yons
v #
jumne) | N wnah%”us Jineg AaueN joHwe) Vi | jenu0) vi | NVARS VI

AquO) asp) 1O 1041

140doy uovP2403y puv uouvIY2) 'S’ YA-SYHAOA



A[uQ 3s) [ePYJO 104

Sv-d 00T Ioquaidag
JnssI UONENPINIE
3)IS ¥ SI [0.4JU0D SIY ],
"DUSAHJ 10} UIPp.RQY
@ WddHD uodn ‘sajonJed 1o
sapI YA SYHA0A oW ‘1Bl SI0919P 11 UIYM SIJBALOR 7 Yyorny
JIAIMOY (Y VSS A[[eoriBWIOME JRY) PI[RISUL ST LJ)SAS ‘b pud ‘€0 924 WRISAS
AY) Ul PISSAIPPY - LA X| X uoissaiddns a1y onewolne A[|n} v 9 ‘2’008 1dod uoissaiddng axrg 7-Sddad Aliqe[reay
INSSI UOI}EIIPIIIIE
3JIS ®© SI [013U0D SIY I,
‘DUSAHJ 10} U3IP.RGY
® WddHD uoedn
SAPI YA SYHAOA ‘paajosal Apdwoid axe sappusdyg 7 yoeny
I3AIMOY (Y VSS ‘uonoadsul jeysiews a1 srporad ‘b 1oug ‘€O 9o
) uf passAIPPY - LAN X | X ® of.1apun sanijoe) Sunnduwio) 9 ‘T°0058 1ded uoyoadsuy aui] 1-144d Anjiqe[ieay
anssi UONEBNPIIIIE
9IS ®© SI [0.13U0D STY I,
‘DASAHJ 10} UPPRGY
® INddHD uodn ‘wiIsAs uorssaiddns
SAPI A SHHAOA 341 10 UOIJOI)IP AjOWS Y} JO T Yoeny
J2A9M0Y YVSS UOLBAIIOR AUE JO UOIIEOIJIIOU D1JELUOINE ‘v oud ‘€0 994
) ul pIssAIPPy - LAN X | X | uesaA1e001 juswiedap aiy FuidiAlas v 9 ‘70058 1aed uondRR( 1 ¢-gd3ad Anqejreay
JnNSs| UONIBIIPIIIIE
3)IS ® S [0.1)U0d SIY |,
*DASAHJ 0] URPIQY S9INOI UOIIBNOEBAD pue $)1Xd Aouadrowo
@ WddHD uodn apnjour 0} ‘SUOLOUNJ [BJUISSI SSauIsng
s34 YA SYHAOd 1O UOISSIUI UIBJUTRLU 0} A1BSSI0U ‘7 yoeny
JIAIMOY (Y VSS SBAJE [[B SISA0D JeY) PI|[BISul ST WaISAS ‘p oud ‘€O 994
ay) ul passaIppy - LANW X | X Suny3i| Aoudsgsourd deWoINE Uy 9°T°0058 [aod | Sunydyy Aousdrowy - Tddd Anpqejreay
SALI
vV #
jwmme) | NIOL LAl ] jxa] jenue) vi oy ameN 0N V] | [01380]) VI NVARS V]

140d2y UoNDIIPa49Y pup UoNDIYira) 'S'1 YA-SYHAOT

Qquo aspy (v1YJO 40,



DOFEHRS-DR 1.5.1 Certification and Accreditation Report

For Official Use Only

1A Service IA Control | IA Control Name 1A Control Text N | Comment
# 4 . A
Availability PEHC-2 Humidity Controls DoDI 8500.2, 6 Automatic humidity controls are MET - Addressed in the
Feb 03, Encl. 4, installed to prevent humidity SSAA; however
Attach. 2. fluctuations potentially harmful to DOEHRS DR relies
personnel or equipment operation. upon CHPPM @
Aberdeen for PHYSEC.
This control is a site
accreditation issue
Availability PEMS-1 Master Power Switch | DoDI 8500.2, 6 A master power switch or emergency MET - Addressed in the
Feb 03, Encl. 4, cut-off switch to IT equipment is SSAA; however
Attach. 2. present. It is located near the main DOEHRS DR relies
entrance of the IT area and it is labeled upon CHPPM @
and protected by a cover to prevent Aberdeen for PHYSEC.
accidental shut-off. This control is a site
accreditation issue
Confidentiality PEPF-1 Physical Protection DoDI 8500.2, 6 Every physical access point to MET - Addressed in the
of Facilities Feb 03, Encl. 4, facilities housing workstations that SSAA; however
Attach. 5. process or display sensitive DOEHRS DR relies
information or unclassified upon CHPPM @
information that has not been cleared Aberdeen for PHYSEC.
for release is controlled during This control is a site
working hours and guarded or locked accreditation issue.
during non-work hours.
Confidentiality PEPS-1 Physical Security DoDI 8500.2, 6 A facility penetration testing process is MET - Addressed in the
Testing Feb 03, Encl. 4, in place that includes periodic, SSAA; however
Attach. 5. unannounced attempts to penetrate key DOEHRS DR partially
computing facilities. relies upon CHPPM @
Aberdeen for PHYSEC.
This control is also a site
accreditation issue
Integrity PESL-1 Screen Lock DoDI 8500.2, 6 Unless there is an overriding technical MET - Addressed in the
September 2004 B-46
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DOEHRS-DR 1.5.1 Certification and Accreditation Report

For Official Use Only

IA Service TA Contrel | JA Centrel Name Source | 1A Control Text N | Comment
. al A
Feb 03, Encl. 4, or operational problem, a workstation SSAA; however
Attach. 2. screen-lock functionality is associated DOEHRS DR relies
with each workstation. When upon CHPPM @
activated, the screen-lock function Aberdeen for PHYSEC.
places an unclassified pattern onto the This control is a site
entire screen of the workstation, totally accreditation issue
hiding what was previously visible on
the screen. Such a capability is enabled
either by explicit user action or a
specified period of workstation
inactivity (e.g., 15 minutes). Once the
workstation screen-lock software is
activated, access to the workstation
requires knowledge of a unique
authenticator. A screen lock function is
not considered a substitute for logging
out (unless a mechanism actually logs
out the user when the user idle time is
exceeded).
Confidentiality | PESP-1 Workplace Security DoDI 8500.2, 6 Procedures are implemented to ensure MET - Addressed in the
Procedures Feb 03, Encl. 4, the proper handling and storage of SSAA; however
Attach. 5. information, such as end-of-day DOEHRS DR relies
security checks, unannounced security upon CHPPM @
checks, and, where appropriate, the Aberdeen for PHYSEC.
imposition of a two-person rule within This control is a site
the computing facility. accreditation issue
Confidentiality PESS-1 Storage DoDI 8500.2, 6 Documents and equipment are stored MET - Addressed in the
Feb 03, Encl. 4, in approved containers or facilities SSAA; however
Attach. 5. with maintenance and accountability DOEHRS DR relies
procedures that comply with DoD upon CHPPM @
5200.1-R. Aberdeen for PHYSEC.
This control is a site
accreditation issue
September 2004 B-47
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¥
IA Service IA Centrol | IA Control Name  Seurce 1A Contrel Text N | Comment
L # | , ; : A
Availability PETC-2 Temperature DoDI 8500.2, 6 Automatic temperature controls are MET - Addressed in the
Controls Feb 03, Encl. 4, installed to prevent temperature SSAA; however
Attach. 2. fluctuations potentially harmful to DOEHRS DR relies
personnel or equipment operation. upon CHPPM @
Aberdeen for PHYSEC.
This control is a site
accreditation issue
Availability PETN-1 Environmental DoDI 8500.2, 6 Employees receive initial and periodic PARTIALLY MET -
Control Training Feb 03, Encl. 4, training in the operation of However, DOERHS DR
Attach. 2. environmental controls. relies on CHPPM @
Aberdeen for PHYSEC.
Training on
environmental controls
not located in SSAA.
This control is a site
accreditation issue and is
not deemed a finding for
this C&A
Confidentiality PEVC-1 Visitor Control to DoDI 8500.2, 6 Current signed procedures exist for MET - Addressed in the
Computing Facilities | Feb 03, Encl. 4, controlling visitor access and SSAA; however
Attach. 5. maintaining a detailed log of all DOEHRS DR relies
visitors to the computing facility. upon CHPPM @
Aberdeen for PHYSEC.
This control is a site
accreditation issue
Availability PEVR-1 Voltage Regulators DoDI 8500.2, 6 Automatic voltage control is MET - Addressed in the
Feb 03, Encl. 4, implemented for key IT assets. SSAA; however
Attach. 2. DOEHRS DR relies
upon CHPPM @
Aberdeen for PHYSEC.
This control is a site
September 2004 B-48
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» 2

Coitabs

accreditation issue

Security Design and Configuration

Availability DCAR-1

Procedural Review

DoDI1 8500.2, 6
Feb 03, Encl. 4,

An annual IA review is conducted that
comprehensively evaluates existing

MET - Annual Review
in 2003

by the NSA or in accordance with
NSA-approved processes. The
acquisition of all IA- and IA-enabled
COTS IT products is limited to
products that have been evaluated or
validated through one of the following
sources — the International Common
Criteria (CC) for Information Security
Technology Evaluation Mutual
Recognition Arrangement, the NIAP
Evaluation and Validation Program, or
the FIPS validation program.
Robustness requirements, the mission,
and customer needs will enable an
experienced information systems
security engineer to recommend a
Protection Profile, a particular
evaluated product or a security target
with the appropriate assurance
requirements for a product to be
submitted for evaluation (See also

Attach. 2. policies and processes to ensure
procedural consistency and to ensure
that they fully support the goal of
uninterrupted operations.
Confidentiality DCAS-1 Acquisition DoDI 8500.2, 6 The acquisition of all IA- and 1A- MET - Oracle 8i, Oracle
Standards Feb 03, Encl. 4, enabled GOTS IT products is limited 9i evaluated COTS
Attach. 5. to products that have been evaluated

September 2004
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1A Service IA Control | IA Control Name Seurce TA Control Text N | Comient
# A
DCSR-1).
Integrity DCBP-1 Best Security DoDI 8500.2, 6 The DoD information system security X | MET - Best security
Practices Feb 03, Encl. 4, design incorporates best security available through DoD
Attach. 2. practices such as single sign-on, PKE, at this time
smart card, and biometrics.
Integrity DCCB-2 Control Board DoDI 8500.2, 6 All information systems are under the MET - PITPO has CCB
Feb 03, Encl. 4, control of a chartered Configuration Charter and CMMP
Attach. 2. Control Board that meets regularly
according to DCPR-1. The [AM is a
member of the CCB.
Integrity DCCS-2 Configuration DoDI 8500.2, 6 A DoD reference document such as a MET — TFM in SSAA;
Specifications Feb 03, Encl. 4, security technical implementation STIGS applied
Attach. 2. guide or security recommendation
guide constitutes the primary source
for security configuration or
implementation guidance for the
deployment of newly acquired IA- and
IA-enabled IT products that require use
of the product's IA capabilities. Ifa
Departmental reference document is
not available, the system owner works
with DISA or NSA to draft
configuration guidance for inclusion in
a DoD reference guide.
Availability DCCT-1 Compliance Testing DoDI 8500.2, 6 A comprehensive set of procedures is MET
Feb 03, Encl. 4, implemented that tests all patches,
Attach. 2. upgrades, and new AIS applications
prior to deployment.
Integrity DCDS-1 Dedicated 1A DoDI 8500.2, 6 Acquisition or outsourcing of MET - DOEHRS
Feb 03, Encl. 4, dedicated IA services such as incident repository at CHPPM;
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strol Name

Seurce

 IA Control Text

Services

Attach. 2.

monitoring, analysis and response;
operation of IA devices, such as
firewalls; or key management services
are supported by a formal risk analysis
and approved by the DoD Component
CIO.

application distributed
to MTF or clinics; DAAs
required to adhere to
DITSCAP process, and
accept site risk

Integrity DCFA-1

Functional
Architecture for AIS
Applications

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

For AIS applications, a functional
architecture that identifies the
following has been developed and is
maintained: - all external interfaces,
the information being exchanged, and
the protection mechanisms associated
with each interface. - user roles
required for access control and the
access privileges assigned to each role
(See ECAN). - unique security
requirements (e.g., encryption of key
data elements at rest) - categories of
sensitive information processed or
stored by the AIS application, and their
specific protection plans (e.g., Privacy
Act, HIPAA). restoration priority of
subsystems, processes, or information
(See COEF).

MET - System
Architecture Section of
the SSAA. HIPAA may
become an issue in the
next Annual Review

Availability DCHW-1

HW Baseline

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

A current and comprehensive baseline
inventory of all hardware (HW) (to
include manufacturer, type, model,
physical location and network
topology or architecture) required to
support enclave operations is
maintained by the Configuration
Control Board (CCB) and as part of
the SSAA. A backup copy of the

MET - At least one
inventory is maintained
in CM library at RITPO,
and is not collocated
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# A
inventory is stored in a fire-rated
container or otherwise not collocated
with the original.
Integrity DCID-1 Interconnection DoD1 8500.2, 6 For AIS applications, a list of all MET - This application
Documentation Feb 03, Encl. 4, (potential) hosting enclaves is presently is deployed.
Attach. 2. developed and maintained along with Only one hosting site; i.e.
evidence of deployment planning and CHHP at APG
coordination and the exchange of
connection rules and requirements.
For enclaves, a list of all hosted AIS
applications, interconnected
outsourced IT-based processes, and
interconnected IT platforms is
developed and maintained along with
evidence of deployment planning and
coordination and the exchange of
connection rules and requirements.
Integrity DCII-1 IA Impact DoDI 8500.2, 6 Changes to the DoD information NOT MET - RITPO
Assessment Feb 03, Encl. 4, system are assessed for IA and CCB in SSAA; no
Attach. 2. accreditation impact prior to changes since system
implementation. migration to RIPTO;
however DOEHRS-DR
migration from Oracle 8i
to Oracle 9i is a major
change without C&A
consideration or
notification to JMISO
(Migration delayed to
facilitate this C&A). Not
designated as a risk at
this time, but will be re-
visited at Annual Review
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IA Control Name

| 1A Control Text

Risk: LOW

Integrity

DCIT-1

IA for IT Services

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

Acquisition or outsourcing of IT
services explicitly addresses
Government, service provider, and end
user IA roles and responsibilities.

N/A — No outsourcing for
DOEHRS DR. Project
Plan between RITPO
and CHPPM

Integrity

DCMC-1

Mobile Code

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

The acquisition, development, and/or
use of mobile code to be deployed in
DoD systems meets the following
requirements: (1) Emerging mobile
code technologies that have not
undergone a risk assessment by NSA
and been assigned to a Risk Category
by the DoD CIO is not used. (2)
Category 1 mobile code is signed with
a DoD-approved PKI code signing
certificate; use of unsigned Category 1
mobile code is prohibited; use of
Category 1 mobile code technologies
that cannot block or disable unsigned
mobile code (e.g., Windows Scripting
Host) is prohibited. (3) Category 2
mobile code which executes in a
constrained environment without
access to system resources (e.g.,
Windows registry, file system, system
parameters, network connections to
other than the originating host) may be

used. (4) Category 2 mobile code that

N/A — No mobile code in
DOEHRS DR
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#

IA Servi

IA Control Name

does not execute in a constrained
environment may be used when
obtained from a trusted source over an
assured channel (e.g., SIPRNET, SSL
connection, SMIME, code is signed
with a DoD-approved code signing
certificate). (5) Category 3 mobile
code may be used. (6) All DoD
workstation and host software are
configured, to the extent possible, to
prevent the download and execution of
mobile code that is prohibited. (7) The
automatic execution of all mobile code
in email is prohibited; email software
is configured to prompt the user prior
to executing mobile code in
attachments.

Integrity DCNR-1

Non-repudiation

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

NIST FIPS 140-2 validated
cryptography (e.g., DoD PKI class 3 or
4 token) is used to implement
encryption (e.g., AES, 3DES, DES,
Skipjack), key exchange (e.g., FIPS
171), digital signature (e.g., DSA,
RSA, ECDSA), and hash (e.g., SHA-1,
SHA-256, SHA-384, SHA-512).
Newer standards should be applied as
they become available.

MET - Server PKI
certificate; tokens not
yet applicable to this
DoD system

Integrity DCPA-1

Partitioning the
Application

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

User interface services (e.g., web
services) are physically or logically
separated from data storage and
management services (e.g., database
management systems). Separation may
be accomplished through the use of

MET
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#

different computers, different CPUs,
different instances of the operating
system, different network addresses,
combinations of these methods, or
other methods as appropriate.

Availability

DCPB-1

IA Program and
Budget

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

A discrete line item for Information
Assurance is established in
programming and budget
documentation.

N/A — Beyond the
DOEHRS DR
Accreditation Boundary;
RITPO responsibility

Availability

DCPD-1

Public Domain
Software Controls

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

Binary or machine executable public
domain software products and other
software products with limited or no
warranty, such as those commonly
known as freeware or shareware are
not used in DoD information systems
unless they are necessary for mission
accomplishment and there are no
alternative IT solutions available. Such
products are assessed for information
assurance impacts, and approved for
use by the DAA. The assessment
addresses the fact that such software
products are difficult or impossible to
review, repair, or extend, given that the
Government does not have access to
the original source code and there is no
owner who could make such repairs on
behalf of the Government.

MET — No freeware or
public domain software

Availability

DCPP-1

Ports, Protocols, and
Services

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

DoD information systems comply with
DoD ports, protocols, and services
guidance. AIS applications, outsourced
IT-based processes and platform IT

MET- Port 443 open
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>z

identify the network ports, protocols,
and services they plan to use as early
in the life cycle as possible and notify
hosting enclaves. Enclaves register all
active ports, protocols, and services in
accordance with DoD and DoD
Component guidance.

Integrity

DCPR-1

CM Process

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

A configuration management (CM)
process is implemented that includes
requirements for: (1) Formally
documented CM roles, responsibilities,
and procedures to include the
management of 1A information and
documentation; (2) A configuration
control board that implements
procedures to ensure a security review
and approval of all proposed DoD
information system changes, to include
interconnections to other DoD
information systems; (3) A testing
process to verify proposed
configuration changes prior to
implementation in the operational
environment; and (4) A verification
process to provide additional assurance
that the CM process is working
effectively and that changes outside the
CM process are technically or
procedurally not permitted.

MET - SSAA reflects
CM process and CCB.
No changes in DOEHRS
DR since migration to
RITPO from CITPO

Availability

DCSD-1

1A Documentation

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

All appointments to required 1A roles,
e.g., DAA and TAM/IAOQ, are
established in writing, to include
assigned duties and appointment

MET
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- Commient

criteria such as training, security
clearance, and IT-designation. A
System Security Plan is established
that describes the technical,
administrative, and procedural TA
program and policies that govern the
DoD information system, and
identifies all IA personnel and specific
IA requirements and objectives (e.g.,
requirements for data handling or
dissemination, system redundancy and
backup, or emergency response).

Integrity

DCSL-1

System Library
Management
Controls

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

System libraries are managed and
maintained to protect privileged
programs and to prevent or minimize
the introduction of unauthorized code.

MET - System libraries
accessible only by
System Administrators

Integrity

DCSP-1

Security Support
Structure Partitioning

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

The security support structure is
isolated by means of partitions,
domains, etc., including control of
access to, and integrity of, hardware,
software, and firmware that perform
security functions. The security
support structure maintains separate
execution domains (e.g., address
spaces) for each executing process.

MET - Permissions are
set

Integrity

DCSQ-1

Software Quality

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

Software quality requirements and
validation methods that are focused on
the minimization of flawed or
malformed software that can
negatively impact integrity or
availability (e.g., buffer overruns) are
specified for all software development

MET
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> 2

initiatives.

Confidentiality DCSR-2

Specified Robustness
— Medium

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 5.

At a minimum, medium-robustness
COTS 1A and IA-enabled products are
used to protect sensitive information
when the information transits public
networks or the system handling the
information is accessible by
individuals who are not authorized to
access the information on the system.
The medium-robustness requirements
for products are defined in the
Protection Profile Consistency
Guidance for Medium Robustness
published under the IATF. COTS IA
and [A-enabled IT products used for
access control, data separation, or
privacy on sensitive systems already
protected by approved medium-
robustness products, at a minimum,
satisfy the requirements for basic
robustness. If these COTS IA and 1A-

National Security Information by
cryptographic means, NSA-approved
key management may be required.

enabled IT products are used to protect

MET - Sensitive
information protected

Integrity DCSS-2

System State
Changes

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

System initialization, shutdown, and

system remains in a secure state. Tests
are provided and periodically run to
ensure the integrity of the system
state.

aborts are configured to ensure that the

MET

Availability DCSW-1

SW Baseline

DoDI 8500.2, 6

A current and comprehensive baseline

MET by documentation
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> %

Feb 03, Encl. 4,
Attach. 2.

inventory of all software (SW) (to
include manufacturer, type, and
version and installation manuals and
procedures) required to support DoD
information system operations is
maintained by the CCB and as part of
the C&A documentation. A backup
copy of the inventory is stored in a
fire-rated container or otherwise not
collocated with the original.

— At least one inventory
maintained at RITPO
CM library; not collated

Vulnerability and Incident Management

Availability VIIR-1

Incident Response
Planning

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

An incident response plan exists that
identifies the responsible CND Service
Provider in accordance with DoD
Instruction O-8530.2, defines
reportable incidents, outlines a
standard operating procedure for
incident response to include
INFOCON, provides for user training,
and establishes an incident response
team. The plan is exercised at least
annually.

MET - Addressed in the
SSAA; however
DOEHRS DR relies
upon CHPPM @
Aberdeen for PHYSEC
and incident responses.
This control is a site
accreditation issue

Availability VIVM-1

Vulnerability
Management

DoDI 8500.2, 6
Feb 03, Encl. 4,
Attach. 2.

A comprehensive vulnerability
management process that includes the
systematic identification and
mitigation of software and hardware
vulnerabilities is in place. Wherever
system capabilities permit, mitigation
is independently validated through
inspection and automated vulnerability
assessment or state management tools.
Vulnerability assessment tools have

MET - VMS registered
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been acquired, personnel have been
appropriately trained, procedures have
been developed, and regular internal
and external assessments are
conducted. For improved
interoperability, preference is given to
tools that express vulnerabilities in the
Common Vulnerabilities and
Exposures (CVE) naming convention
and use the Open Vulnerability
Assessment Language (OVAL) to test
for the presence of vulnerabilities.
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